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ARTICLE INFO ABSTRACT

Keywords: Quantum networks open the way to an unprecedented level of communication security. However, due to
Quantum cryptography physical limitations on the distances of quantum links, current implementations of quantum networks are
Quantum kei distribution unavoidably equipped with trusted nodes. Consequently, the quantum key distribution can be performed only
QKD networ

on the links. Due to this, some new authentication and key exchange schemes must be considered to fully
benefit from the unconditional security of the links. One such approach uses Multiple Non-Overlapping Paths
(MNOPs) for key exchange to mitigate the risk of an attack on a trusted node. The scope of the article is to
perform a security analysis of this scheme for the case of both uncorrelated attacks and correlated attacks
with finite resources. Furthermore, our analysis is extended to the case of Multiple Overlapping Paths (MOPs).
We prove that introducing overlapping paths allows one to increase the security of the protocol, compared to
the non-overlapping case with the same number of additional links added. This result may find application in

Trusted repeater
Secure key agreement
Secret sharing

optimising architectures of large-scale (hybrid) quantum networks.

1. Introduction

Public-key cryptography discovered in the 1970s of the last cen-
tury provided a long-sought solution to the problem of secret key
exchange [1]. The ingenious breakthrough allowed for the promotion
of ideas such as secure communication on the Internet. The security of
public-key cryptography is based on the high computational complexity
of the problem used, such as factorisation of composite numbers.

When public-key cryptography has already been implemented on a
global scale, it has been realised that the complexity of the problems
used can be reduced if quantum computing resources are used [2].
This raised concerns about the security of public-key cryptography with
respect to hypothetical quantum attacks. However, the solution to the
problem already existed (theoretically) and relied not on computa-
tional complexity-based security but on information-theoretic security
in short ITS. It is a type of security guaranteed by mathematical
properties of information theory, such as Shannon entropy and mutual
information. A limiting case of ITS is the unconditional security satisfied
by the one-time pad (OTP) cipher, which uses a random key of the
same length as the message to encrypt and decrypt it. The information-
theoretic security is stronger than computational security, which relies
on the computational hardness of certain problems, such as factoring
large numbers.

* Corresponding author.

ITS can be obtained within a use of the quantum key distribution
(QKD) [3]. Quantum key distribution (QKD) is a method of securely ex-
changing encryption keys between two parties using quantum physics.
It allows them to create and share a secret key that can be used
to encrypt and decrypt messages. QKD works by sending polarised
photons over a fibre optic cable and measuring their properties. It is
provably secure because any attempt to eavesdrop on the key exchange
will disturb the quantum state of the photons and be detected by the
communicating parties.

Although quantum key distribution (QKD) is theoretically attrac-
tive, there are many technical difficulties, challenges, and open prob-
lems that need to be solved [4]. These challenges have precluded the
wide implementation of QKD for decades, since its theoretical introduc-
tion in the 1980s. However, the situation has improved significantly in
the last few years and QKD solutions are blossoming. One significant
obstacle remains: the distance over which QKD can be performed. This
is due to the suppression of photons in the optical medium, limiting
practical QKD over ground-based optical fibre links to distances not
longer than approximately 100 km [5].

One potential but costly and challenging solution to this problem is
to use space. Due to the much weaker suppression of photons in air and
cosmic vacuum, QKD can be performed at much longer distances [5].
Another potential solution is given by quantum repeaters, but the
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Fig. 1. Pictorial representation of the exchange of a secret key K = (K|, K,) shared in
two paths connecting the communicating nodes A (transmitter) and B (receiver). Here,
the part K, is exchanged via the nodes 1 and 2, while the part K, is exchanged via
the nodes 3 and 4. In the first step, the partial keys K| and K, are sent from the node
A to the nodes 2 and 4 respectively. In both cases, the OTP encryption with the QKD
keys (K4, and K,,) are used. The procedure is then continued, via the nodes 1 and 3,
to the end node B.

technology is not mature enough to be implemented in the present
realisations of the QKD solutions.

As a consequence, current implementations of large-scale quantum
networks, which are systems that enable secure quantum communi-
cation among multiple nodes over long distances, must use classical
trusted nodes. Beside problem with link range, these networks face
many challenges, such as preserving quantum coherence, and ensuring
interoperability and scalability. They comprise both ground-based and
complementary satellite segments, each playing a crucial role in its
overall operation. Examples of experimental realisations of such net-
works are the Tokio network [6], Beijing-Shanghai network [7], and
Madrid network [8].

However, the existence of the classical nodes in these large-scale
quantum networks raises security concerns. Although the QKD link has
been shown to be ITS-safe, nodes can become a source of information
leakage. The purpose of this article is to present a scheme that will
significantly improve the security of these hybrid QKD networks.

In particular, at this point QKD algorithms are also potentially
vulnerable to the man-in-the-middle (MITM) attacks. Usually, this prob-
lem is resolved by applying the authentication of the classical nodes.
Since the idea of employing QKD is to eliminate non-ITS protocols, the
authentication of QKD nodes must be performed with the use of the
Wegman-Carter protocol, which has been proven to be of the ITS class.
More information about QKD authentication can be found in Ref. [9].
Although the authentication problem can be successfully resolved in
this way, this does not concern end-to-end encryption (E2EE).

From a theoretical point of view, using QKD combined with a one-
time pad (OTP) guarantees end-to-end ITS communication. However,
with actual limitations on the key exchange rate, this approach is too
slow to be used instead of classical communication. An alternative to
OTP is to use weaker (non-ITS) symmetric cryptography algorithms
that are generally resistant to quantum attacks [10]. This seems to
be the way the QKD network could be used. A completely different
direction for preparing for quantum attacks, which does not rely on
the QKD network, is post-quantum public-key cryptography, which has
been intensively developed in recent years [11].

In this work, we consider the potential vulnerability in the quantum
network based on trusted nodes with a Multiple Path Scheme [12].
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This scheme is a way of distributing quantum keys over a hybrid
quantum network with classical nodes that may have different levels
of trustworthiness. The scheme involves sending secret keys along
different paths, thereby increasing the security or efficiency of the
communication network. We construct two models of possible attacks:
the uncorrelated attack, in which each node has a certain probability
of becoming compromised, and the correlated attack, in which the
opponent owns certain resources that could be used to compromise the
security of certain nodes.

Furthermore, based on [13], we extend the QKD multiple-path
distribution protocol, assuming that the paths can overlap. Our analysis
shows that to improve security, it is (under certain conditions) more
optimal to add interlinks between disjoint paths, instead of adding a
new path. A similar concept using overlapping paths has been presented
in [14], where security is improved by introducing complete subgraphs
(“cities”). While preparing this article, another work has appeared that
addresses the security issue of overlapping multiple paths [15].

These works explore different approaches to improving the effi-
ciency and security of quantum key distribution through the use of
multiple paths. They build on the findings of earlier studies and offer
new insights and solutions to challenges in this field.

2. The multiple paths protocol

One of the central concepts behind the design of a telecommu-
nication network is redundancy. To marginalise the probability of a
lack of connectivity between two nodes, there must be at least two
alternative paths that connect an arbitrary two nodes. Here, we assume
that the same must concern QKD networks, in particular the hybrid
QKD networks under consideration. This approach has been proposed
in [12] and recently explored in [16], in which the optimal flooding of
key elements is considered.

Now, to help the reader better understand further material, we
introduce problems concerning security and concepts of multipath
protocol. Consider a simple uncorrelated attack scheme, in which the
possibility of a successful attack on any node is p and » is the total
number of intermediate nodes on the path (excluding communicating
nodes/parties). The probability that at least one node has been success-
fully attacked is P; = 1—(1—p)" = np, where the approximation is valid
for p < % So roughly, the probability of an attack on the network
grows with the number of nodes. If the network is a hybrid QKD
network, this would be equivalent to leaking a secret key exchanged
via the attacked node.

Following this simple model, we find the probability that at least
two nodes have been attacked: P, ~ (np)>. Therefore, under the
condition p <« 5, the probability of a successful simultaneous attack
on at least two nodes is quadratically lower than in the previous case.

Following the above observations, let us consider a scenario in
which a secret key K is composed of two parts K; and K, of equal
length. For example, if the key K is devoted to be applied in the
symmetric AES-256 algorithm, both parts K; and K, are 256 bits long.
Now, we require that knowing one of the keys gives us zero knowledge
of the key K. This requirement can be easily satisfied by the One-Time
Pad (OTP) applied to the two parts K; and K,, so that:

K =(K,K,) =K, ® K,, (@]

where @ is the XOR operation (addition modulo two).

Now, let us suppose that K, and K, are two bit strings that are
distributed using two different paths in the QKD network. The two
paths connect two parties (nodes A and B), between which the key K
is exchanged (see Fig. 1). For every two adjoint nodes in the network
(i, j), a secret key K; ;= Kj; is established through QKD. Then, in a hop-
by-hop approach, if node i wants to send a secret message M to node
Jj, the OTP encryption is used by evaluating the cipher C = M & K,,.
The classical ciphertext C is transmitted to the subsequent node via
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the classical (untrusted) channel. Then, by evaluating M = C & K|,
the ciphertext is decrypted at the node ;.

The protocol introduced in this section quadratically improves the
security of secret key exchange in a hybrid QKD network. However,
this is achieved by the cost of doubling the number of keys exchanged.
Therefore, we reduce the performance of the system by a factor of two.
However, the quadratic improvement by the linear cost seems to be a
beneficial solution.

The decomposition of the secret key into two parts is an example of
secret sharing. It is worth emphasising that the idea can be generalised
by splitting the secret key into three or more constituents. In this case,
Eq. (1) generalises to:

K=(K1,K2,-~~,KN):K1@’Q@"'@K}v, (2)

where N is the number of different paths. Realisation in the case with
N > 2 allows for a further reduction in the probability of attack at
~ (np)N. However, this is due to the cost of both the much more
complex topology of the QKD network and its lower performance. In
the next sections, we perform a detailed analysis of two types of attack
on trusted nodes and in Section 4 we present the concept in which key
exchange can be done with paths that cross each other, along with the
discussion of performance of this new protocol.

3. Security considerations on multiple non-overlapping paths

We consider two models of possible attack, first for an uncorrelated
attack that simulates leaking and publishing information (secret key)
steaming from random failure of certain nodes, and second for a corre-
lated attack where the party is assumed to have certain resources that
can be used to take over some nodes and gain information. We model
the QKD network using an unweighted graph, where two communi-
cating nodes can always be connected by a certain number of disjoint
paths. This is justified as a desired property of a real telecommunication
network [17].

3.1. Uncorrelated attacks

3.1.1. General formulation

Given a graph with two distinguished nodes named A and B (Alice and
Bob), the ith node is marked with a certain number p; representing the
probability that during the protocol the ith node will be hacked and publicly
reveal secret keys (p; = 0 represent complete trust, while p; = 1 represent
fully corrupted node). A and B can be connected with some disjoint paths,
and to compromise the security of the protocol, at least one node on each
path must be untrusted. The task is to find a system of disjoint paths between
A and B that minimise the probability of hacking communication.

For a pre-defined system, calculating the probability is an easy task.
Let R be the family of all paths in the solution (where the path is
considered to be a set of intermediate nodes, ie. excluding the A and
B nodes). Then, the probability of hacking is given by:

p=]]|1-[Ta-m]| 3)

R;ER i€ER;

Here, each node is identified with its label i.

This task poses an algorithmic challenge, and to the best of our
knowledge, there is no standard effective method to solve this in this
form. Instead, we could search for a strategy that guarantees a certain
threshold of security level and is flexible within this limit. As a benefit,
this may also allow us to adjust the algorithm to network traffic. In the
next paragraph, we present an approach to the problem with respect to
the considerations mentioned above.
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3.1.2. Simplified problem

Here, we assume that each node has the same probability p, which
is small enough so that we can use the approximation 1 — (1 — p)" ~ np.
The approximation is satisfied under the assumption that np < 1 and
is further analysed in Section 4.2.4. According to the model above, we
can simply take p := max;(p;). If we consider N := |R]| paths each
containing n; := |R;| (intermediate) nodes, then the probability of
hacking is equal:

N
Zigjen 1) —
P = (1 p)nyp)..(nyp) < pV <% = (7p)" . ©
where 7 denotes the average path length (in the sense of the number
of intermediate nodes), and we use a well-known inequality:

aj+tay+-+a
Nfajay..ay < % 5)
Note that the equality is satisfied for a; = a, = --- = ap, which in the
case under consideration corresponds to paths of equal length. In a real
QKD network, we may expect that the lengths of the paths are similar,
and in this case the given upper bound could be a good approximation.

3.1.3. Solution

Now we can slightly reformulate the problem so that we do not
minimise P but P’ := (np)N instead. This depends on two factors:
the number of paths and the average length of these paths. In many
analyses, equally length paths are considered, and therefore it is always
optimal to use as many paths as possible, but it turns out that it may
not be desired for an arbitrary network. The analysis of an educational
example is provided in Appendix A. For a fixed N solution, which is
given and can be obtained by the minimum-cost flow algorithm (with
unit capacities and certain transformation of the graph), there also exist
other simpler algorithms like Suurballe’s algorithm (vertex disjoint path
version) (see [18]). We may assume that in the realistic case N will
not exceed 10. Therefore, an efficient algorithm could be obtained by
checking each possible number of paths separately.

One last remark is about the practical aspect of the obtained solu-
tion. If we accept loss in security level (but within threshold bound),
we can try to add traffic management within the algorithm simply by
manipulating weights of edges. Undesired routes will be less likely to be
chosen. However, in this article we do not develop this concept further;
it is left for future work.

3.1.4. Multiple communicating parties

The problem arises when we have more than two communicat-
ing parties, and we do not allow a path to share a link (for quan-
tum networks, the effectiveness of links is the main restriction). This
is an extensively studied problem called k-EDP (k-edge-disjoint path
problem) [19].

Definition 1. Consider the following well-known problem, which is
called the k-disjoint paths problem (k-DPP). For a given graph G and a
set of k pairs of terminals in G, the objective is to find k vertex-disjoint
paths connecting given pairs of terminals or to conclude that such paths
do not exist.

It is proven that this problem is NP-complete [20]. Therefore,
finding many paths for each of the pairs k is “at least of class NP”,
as this problem can be reduced to k-DPP by adding an appropriate
number of paths between distinguished pairs of terminals. However,
if k is fixed, there are polynomial solutions for k-DPP and even for
the shortest k -DPP [21,22], so we can hope to find a solution while
dividing the network into clusters.
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3.2. Correlated attacks with finite resources

3.2.1. General formulation
As in the previous section, let us first formulate a general problem:
Consider a graph with a distinguished pair of nodes (A, B). We assume
that there exists a system of (disjoint) paths connecting A, B, and the
adversary, knowing this system and having some resources that can be used
to take control of nodes and extract keys. The following assumptions are
made:

The opponent has complete knowledge of the arrangement of the
system.

Hacking one node on the path makes this path untrusted.
Communication is hacked if each path is untrusted.

The probability p; that the ith node becomes untrusted depends on
amount of allotted resources r; > 0 and is given with proper continu-
ous function p; = f;(r;) specified for this node. Because f;(r;) has an
interpretation of probability, it takes values from the range [0, 1].
The resources are bounded, that is, ), r; < R.

For each node f;(0) = 0.

We seek tactics (system of paths) that minimise the probability of hacking
communication.

As before, solving the problem in this form poses a challenge, and
even for a fixed system, calculating the minimal probability of hacking
(corresponding to the optimal redistribution of resources) is difficult
due to the continuous character of variables and unknown functions.
Therefore, again, we need simplification.

3.2.2. Simplified problem
We first make the following observation:

Lemma 1. Without loss of generality, we can assume that each function
f; is not decreasing, and the condition Y, r; = R is used.

Proof. We do not need to use all resources, so if it is optimal to
use x, resources for a certain node and there exists a x;, such that
X, < xp and f(x;) > f(x,), then it is optimal for the adversary to
use x;. The adversary will obtain the same result using the alterna-
tive function f(x) = max,.(f(»). The second part of the lemma is
straightforward. []

In real communication networks, we can assume that each node
does not differ much in construction, and thus their characterisation
will have much in common. At the same time, one shall not allow
the adversary to easily take control of the node (other than the mean
f(R) < 1), so the arguments of the function could be considered small,
which allows us to expand the function f in series and consider its
linear approximation. Alternatively, for a given function f(x), we can
construct a new function g(x) that is linear up to a certain point, then
constant (equal 1) and satisfying f(x) < g(x).

We summarise this discussion with the following additional assump-
tions for the problem.

+ The function f is the same for all nodes, ie. V,f; = f.

» The function f is not decreasing, and the opponent always uses
all available resources.

+ The function f is expressed in the following form:

ax, x<
f(X)={
1, x>

With this simplification, it turns out, that a sensible analysis can
be made. We first develop an optimal adversary strategy for a single
path of length n. To solve this problem, we use Lagrange multiplayer
method. The function we want to maximise (probability of hacking) is:

R[I=R =

Pop(risryesry) = 1= (1= fr))1 = f(r))-.(A = f(ry)), (6)
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with constrain G(ry,...,r,)=Y,r; —R=0.

As a result, we see that among the candidates for the global ex-
tremum (points (r|,r,, ..., r,)) some of r, = 0 and the rest are equal to
each other. Therefore, the set of extreme values is {P |k € 1,...,n},

where P, =1 - (1 - a%)k and since this represents the Euler sequence
that is decreasing, we obtain the global maximum for k = 1, which
corresponds to placing all available resources on a single node.

We summarise it in the following theorem:

Theorem 1. Given a single path, the optimal strategy for an adversary is
to attack a single node, and the probability of hacking is aR.

From this we obtain an important conclusion about the situation
with many paths.

Corollary 1. Given N disjoint paths, the optimal strategy for an adversary
is to attack only one node on each path.

Proof. Let us assume on the contrary that in optimal strategy for the
opponent, there exists a path on which two or more nodes are attacked.
If we relocate resources from these nodes to a single node on this path,
we will have a higher probability of hacking this path and, therefore,
obtain a better strategy since the probability of hacking the system is
the product of probabilities for individual paths. []

If we have N paths and r; are resources used to hack the jth path
(at a single node), then the probability of hacking the protocol is:

aR)N. %)

P(ri,ry,...,rN) = (ar))(arp)...(ary) < (W

Here, we assumed that R < i, and we used Eq. (5).

3.2.3. Solution
Choosing the hacking strategy, we can focus on minimising the term

N
2R )", There is only one variable to control: the number of disjoint

paths. As «R in this approximation is always less than 1 (otherwise, the
approximation we used fails), we are interested in increasing N. The
maximal number of disjoint paths between pairs A and B is equal to the
minimal size of the vertex cut of that pair, thanks to Menger’s theorem.

Through the vertex cut, there is a notion that has no unique defini-
tion in the literature, and we restate it here:

Definition 2. A-B vertex cut is a set of vertex that does not contain
A — B so that after the removal of this set from the graph, there is no
path between A and B. Later in the article, we will refer to it as cut,
while the default vertex A and B will be sender and receiver (Alice and
Bob). We say that the vertex cut is minimal if there is no cut with a
smaller order.

We summarise our conclusions with the following theorem:

Theorem 2. To improve security against correlated attacks for users A
and B, the desired strategy is to increase the order of the minimal vertex
cut A — B, that is, the number of disjoint paths.

Finding the order of the minimal vertex cut is a problem equivalent
to (after a simple transformation of the graph) solving the max-flow
problem.

4. Multiple overlapping paths scheme

We have performed an analysis of the security of multiple-path
scheme models under the assumption that all paths are disjoint. We
now present a Multiple Overlapping Paths scheme (MOPs), where addi-
tionally to a system of disjoint of paths, the interpath links exist. Such
an extension can always be made without loss of security, with only
a slight modification of the well-known hop-by-hop protocol. Unlike
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Fig. 2. MNOP network (above) with 2 disjoint paths and with additional interlinks (below).

MNOPs, where each intermediate node has exactly two links, now it
can have more. A similar problem was previously analysed in Ref. [14].
However, to improve security, the total number of links is increased.

In this article, we follow an alternative idea, increasing security
with the use of interlinks, but without changing the number of links.
Roughly, we can say that we completely remove one path and use its
resources (links) to make interconnections between the rest.

Definition 3. In the MOPs communication scheme, each node in
the network, except Alice and Bob, sends the XOR result of all the
keys from the neighbour connections to Bob via an unencrypted (but
authenticated) channel (available to Eve). The shared key will be XOR
of all these messages received for Bob and for Alice XOR of all subkeys
Alice shares with the intermediate nodes.

This idea was originally published in [13], where a detailed analysis
is included. Here, we recall only the most important conclusions. For
the case without interlinks between paths, this will work as in the
classic scheme, with the difference that the message is transmitted to
Bob instead of to the next node on the path, but in Appendix B we show
that MOPs can be modified so that it mimics the hop-by-hop method,
which is important for the practical use and efficiency of the network.

4.1. Security against correlated attacks

Property 1. In MOPs connection is secure only if there exists a path with-
out any node controlled by adversary. Therefore, to hack a communication
between A and B, the adversary must control the cut of the A — B vertex.

There is no reward in using MOPs against correlated attacks. It can
be shown that adding interlinks to a system of disjoint paths does not
increase the order of minimal A— B vertex cut (for example, because the
number of nodes connected to Alice does not change, and these nodes
form a vertex cut). However, it can change the number of such cuts
and, therefore, turns out to be useful against an uncorrelated attack. In
general, to calculate the probability that the protocol is compromised,
one must know the trustworthiness of all nodes and calculate the
probability that at least one of the A — B cuts (not necessarily minimal)
becomes untrusted. This can be a really challenging problem in general.
We managed to perform an analytical analysis on a certain special type
of ‘rectangular-grid-graph” that could model the real QKD network. The
model is discussed in the following paragraphs.

4.2. Security against uncorrelated attack

4.2.1. Intuitive approach

We begin with an intuitive assertion that adding interlinks instead
of a new path could perform better than MNOPs. If the probability of
compromising the security of a node (and therefore leaking the key) is
sufficiently small, we can take into account only the smallest (minimal)
A — B vertex cut. The number of such combinations of nodes in the
classical scheme is

I1 n~®", (8)
I<jSN
where n; is the number of intermediate nodes in the jth path and N is
the number of paths. We will improve security by reducing the number
of A — B vertex cuts in the graph by adding interlinks between paths.
An example is shown in Fig. 2.

Let us assume that the number of intermediate nodes between A
and B is n (for every path) and we have initially 2 disjoint paths. The
number of 2-cuts (cuts of size 2) is ~ 3n, for the MNOP scheme, it
would be n%. If p is sufficiently small, we can state that only minimal
cuts influence the probability of hacking. Then, the probability of
compromising the security of the MNOP scheme is (np)?, while for
MOPs:

2n\ -2 3n
<2>p (I-p X =

probability of hacking pairs

~ 3np?. (C)]

allowed pairs

The formula stems from a binomial distribution (we may control 2
nodes) and the probability that these two nodes form the desired hack-
ing cut. This can be a significant advantage when n is large. However,
we use additional links that, in turn, could be used to make another
path. We now pose the question: “Can adding interlinks, instead of
a new path, be a desired strategy?”. It appears that in some cases,
especially for large n, this can be true. Comparing the graph with
interlinks and the MNOP scheme with one additional path, we obtain
probability, respectively (np)> and (3np?). The ratio of probabilities is,

_ Puor 3np? _3 10)
Pynop  (np)?

pn?’
If 7 < 1, it is optimal to use the proposed strategy. But this poses a
condition on p, that is,

P> an
n2

At the same time, we have assumed that p is “sufficiently” small (be-
cause we neglected the influence of non-minimal cuts). In fact, it must
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Fig. 3. A network with interlinks placement in MOP 4-scheme. The configuration is an alternative to 5 disjoint paths (MNOP) scheme.

at least meet the condition discussed in Section 2, i.e. p < i Now, if n
is sufficiently large, these conditions do not lead to contradiction. In the
next chapters, we formalise and generalise the above considerations.

4.2.2. Adding a single link

After the discussion in the previous section, we could easily notice
an important property, namely that adding just one link can reduce
the probability of hacking by a factor of ~ 1/2. This approximation
becomes more accurate as n increases. Consider an MNOP network
with two disjoint paths as in Fig. 2, if we add a single intermediate
link somewhere in the middle of the network and perform similar
considerations as in §ection 4.2.1, we obtain the result that the number

of 2-cuts is = 2 gg = % Consequently, for a network with / paths,

we can add / — 1 links and reduce the probability of hacking by a factor

-1
(%) . This can be an important property, as by using only a few links,
quite a good profit is obtained. Unfortunately, this effect does not stack:
just from the example for two paths presented in Fig. 2 we see that

adding » interlinks gives as probability reduction by factor % not (% )ﬂ.

4.2.3. Formal consideration

Now, we want to compare two situations, the MNOP scheme with
the /+1 disjoint path and the strategy presented in Section 4.2.1 (MOPs)
where on the behalf of interlinks we remove one path. For the new
strategy, Alice and Bob are connected through / disjoint paths, each
containing n intermediate nodes and each vertex having the same trust
level (1 — p). We introduce the vertices numbering system: A, B for
two communicating vertexes, g i € {L....1}, j e {l,...n} for
intermediate nodes where i and j denote the row and column num-
bers, respectively. Adding interlinks can be achieved using different
strategies. Here, we develop a strategy called MOPs l-scheme, which is
probably not optimal but provides the possibility of analytical analysis.
In the MOPs /-scheme, we connect all vertically adjoined nodes in every
(I = 1)-th column (connecting takes / — 1 edges).

Formally, a new graph is obtained by adding a set of edges:

E={g; < gur1;li=0 (modl-1) A i<} (12)

It can be easily seen that the number of created interlinks is at most n.
The example is presented in Fig. 3.

In the MNOP scheme, the probability of hacking is (1 — (1 — p)")} ~
(np)'. We will keep this approximation, but we will do so later in
Section 4.2.4, we perform an analytical analysis and estimate its error.
To calculate the probability of hacking the /-scheme, we divide the
sample probability space into events H,, 0 < k < nl, where each
event means that exactly k of n/ nodes become corrupted. This is a
complete and pairwise disjoint set of events. Therefore, according to
the law of total probability and binomial distribution, the probability
of information leakage in the MOP [/-scheme is:

nl
Py =Y <”’ )pku — " P(H|HY), a3

k=0 k

where H is an event related to hacking a A — B vertex cut. Of course,
P(H|H;) =0 if k < I. Therefore, we must calculate P(H|H,) for k > I.
This is a rather difficult task. Instead, we perform an estimate that
provides a useful upper bound on P(H). Let us denote the number of
minimal cuts for the /-scheme of length / by

e(,n) = P(H|H,)<’;’>. a4

Obviously, c¢(/,n) = nif I = 1, and for / > 2 we have the following
theorem:

Theorem 3. Define:

2 <<1+1+ \/12+6l—7)l - (1 - \/12+6l—7>]>
a(l) = , (15)

VIZ+6l-17

for 1 >2 and a(1) = 1. Then

a()x (n=21%) < c(l,n) < a(l) X n. ae)

The term a(/) gives the asymptotic average number of minimal cuts
per column as n — oo. For real schemes, it serves as an upper bound.

Proof. The vertex cut requires hacking at least one vertex in each row,
and each vertex belongs to at least one cut (each column forms a cut),
and if we settle on one vertex, we can easily find all cuts containing
this vertex. Let g;; be the settled vertex, and

I+l<j<n—1I, a7

we can formulate a procedure that determines all vertices of the next
(or previous) row that can be used to form the cut:

* If degree g;; > 2, then the possible vertices are g;,iyj4n, © €
{(=1+1,-1+2,...,1-2,1-1}.

+ If degree g;; = 2, then the possible vertices are g, m € {a...b},
where a and b are determined by the conditions: deg(g;,,) >
2, deg(gyy) > 2, b—a=1-1,a<j<bh.

So, we can say that each vertex “produces” certain new vertices in
each row. For vertices that do not meet (17), which can be intuitively
described as “boundary vertices”, the above procedure must be slightly
modified but will result in a smaller number of “produced vertices”.
Then, we calculate «(/) with the following recursion:

f(n,dg2): Jn-number of iteration,
dg2-boolean variable true if degree >2
if n==1 return 1
if dg2==True return 3*f (n+1,1)+2(1-2)*f (n+1,0)
if dg2==False return 2*f (n+1,1)+(1-2)*f (n+1,0)
alpha(l):
return (£ (1,1)+(1-2)*£(1,0))/(1-1)
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This can be alternatively rewritten as a pair of related sequences
and expressed in the following form with matrix multiplication:

-1
3 2(10-2) 1
— . 1
—1(1 ! 2)<2 (l—2)> (1) as)
The matrix in this formula can be diagonalised, leading to Eq. (15). The
expression in a(/) is overestimated because we neglected the “boundary
corrections”. Because the ranges of r and m are sometimes smaller
(especially close to the sides of the graph), the estimation improves

as n increases. An underestimation is obtained if we do not count all
vertex cuts that contain “boundary vertices”. []

| -

all) =

~

Now we have analytic estimation for the first non-zero term in
Eq. (13), where we neglect the “boundary corrections”. In fact, it can
also be calculated numerically in time O(nl) using dynamic program-
ming. The algorithm is presented in Appendix C. Therefore, in the
numerical calculation (for hypothetical testing of the algorithm), we
will use the exact value of a(n,[), although for analysis it is convenient
to use the upper bound as in Theorem 3. The difference is significant
when » has a similar order as /.

Calculating the higher terms in Eq. (13) poses a problem. However,
it turns out that if n/p < 1 it can be approximated by geometric series.
To do that, we first derive an important observation:

Lemma 2. Consider,
mﬂm:=<ﬁ>PuﬂHw, a9

which is the number of cuts of size k in the MOPs l-scheme graph. The
following inequality holds.

Bus(k) < B (k = Dnl for k—1>1. (20)
Therefore:
By (k) < a(Dn(nly*. (21)

Lemma 2 is obtained by numerical analysis, not analytical analysis.
We do not have a proper proof of its validity, but for practical use, we
only need to confirm its correctness with the given »n and /. This could
be done numerically with brute force, generating all possible vertex sets
and checking if it is cut. In fact, due to the computational complexity
of this method, it can only be performed on small graphs. We perform
such calculations with all possible schemes with “graph size” < 30
ie if nl < 30. See more in Appendix D. An alternative method that
could support these results is its statistical testing, i.e. that generates a
sample consisting of random nodes and calculates the cut ratio A — B,
generated this way versus the sample size. An important observation
worth stressing is that the problem of calculating the number of cuts in
such a graph (and calculating the probability that there exists a path
between A and B) looks similar to the percolation problem. We did not
follow this lead, but it could be useful if we tried to prove Lemma 2.

Using Lemma 2, we can now obtain the following.

Theorem 4. If p is small enough, so it satisfies nip < r < 1, then:

P(H) < 1 a(Dnp'. (22)
r

1-—

Proof. First, from Eq. (21), we derive

Pul(k) _ ahn(uhy D
(VO I (9]

Then, Eq. (13) can be estimated using a geometric progression formula

with the initial term a(/)np' and the common ratio nlp. []

(23)

P(H|Hy) =

It will be useful to know how much our algorithm is better than
the MNOPs. Thus, for a given network, we introduce the efficiency
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coefficient #, which approximates the ratio of probability of hacking
of our algorithm versus the MNOP scheme:

—a()

D ey (24)

(np)*1 = pn

As described above in Section 2, we used the approximation 1—(1—
p)" =~ np for the classic scheme, which is not necessarily desirable, as
is generally 1 — (1 — p)" < np. We refer to this concern in Section 4.2.4,
in which we show that due to this fact we shall introduce a numerical
correction for #. However, for “reasonable” graphs, the corrected effi-
ciency is in the worst cases only about 1.7 times greater than the one
predicted by Eq. (24). Therefore, it has a really small impact, and we
omit it. The sufficient condition for the /-scheme to perform better than
the classic scheme is:

n<l. (25)

Consequently, the risk of hacking is at least 5 times smaller (if both
schemes use the same number of links). Eq. (25) allows us to study the
performance of the algorithm, and we see that for the constant p we
can obtain, asymptotically for very large graphs, very low values of #.
However, as the trust of the nodes increases (so p becomes smaller), the
effectiveness of the algorithm decreases. At the same time, we need to
maintain the assumed condition nl/p < r < 1. This may raise concerns
about the upper bounds on p. However, for “realistic networks” we can
assume that n < 100,/ < 10,r < 1/2 (ﬁ < 2) which, in the worst case,
gives p < 1/2000, which is not very restrictive. In Section 4.3 we present
a numerical analysis of Eq. (25), which shows exactly in which ranges
of n and p our algorithm is useful.

4.2.4. Analysis of approximation in MNOPs scheme

In Sections 3 and 4 the approximation 1 — (1 — p)" ~ np has been
used, which works for np < 1. Here, we analyse the validity of this
assumption and make a correction for Eq. (25). First, let us note that
just for the classic scheme we shall demand that np < 1. If this does not
hold (so p > %), then the probability of hacking a single path is:

; 1\" 1

P=l—(1—p)>1—(l—;> > 1=~ 063, (26)
which is unacceptable for any real network called “secure”. This can
also substantiate the reality of the assumption made in Theorem 4 that
nlp < 1. We define the parameter y

wi= >, @7)
np

which is a certain constant fixed for a network (path), this divides all
networks models (paths) into certain classes, with a fixed value of u.
Analysing the validity of the approximation 1 — (1 — p)" ~ np as a
function of u gives us useful results, namely the lower bound for the
probability of hacking. For a given class (characterised by u), consider
the following.

=y — 1-(1-Ly-1 "
o,y = == p=mp o ”=,4<1—(1—L>>—1.

np 1 un
U

(28)
Clearly,
P=1-(1-p"=1+v,(@w)np.
We have the following two properties:
Uy (1) > 01 (1), (29)
and
v(u) = lim v, = =1+ u(l - e~l/my, (30)
Let y(u) := 1+ v(u) = u(1 —e~'/#) < 1. Then,
1—(1=p" >y(unp. 31)
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Fig. 4. Plot of the function y(u).

Therefore, putting y(u)np, instead of np, in Eq. (25), we get a more
restrictive condition on 5 (which refers to the situation where the
classic scheme works better than assumed):

P(H) P(H) 1 1 <1
A== p) = apy* G = Gy
The function y(u) is presented in Fig. 4. We conclude that typically we
shall deal with systems with parameter 4 > 10, this is done by posing
arbitrarily but reasonable condition (P < 1/10) and analysis as in
Eq. (26). We assume that, in general, / < 10, otherwise communication
will be very expensive in resources. For such an assumption, we can
estimate the maximal value of correction, that is, m ~ 1.72. This
section does not change our conclusions significantly, but is required
for the completeness of the analysis.

(32)

4.3. Numerical analysis

For a given graph and parties communicating with the /-scheme,
parameters like n and / can be settled or easily estimated, but trust
(equivalently probability of hacking) of intermediate nodes is very
unclear to define and measure in reality. It can be connected with
various events, such as a random failure of the network, corrupted
labour, hackers, or it could change over time. Therefore, it is rather
impossible to declare its value at the stage of theoretical considerations.
But still we expect that this trust (and, respectively, probability of
hacking p) must be in reasonable range, for example p ~ 0.1 or p ~ 10~%7
are certainly not, of course, for security purposes p should be at least
as possible. Another problem is to find this range, but we can analyse
the conditions imposed on p steaming from the algorithm structure of
the /-scheme and our considerations, namely nlp < r < 1 and 5 < 1,
depending on its parameters n, /, r. Those two conditions determine
the possible range of p (first serves to establish the upper bound and
second for the lower bound) in which the MOPs [-scheme will work.
The maximal and minimal values determined for p dependent on / and
p with fixed parameter r = 1/10 are presented in Figs. 5-7.

Taking plans regarding the future quantum network spanned e.g.
across Europe, we suppose that its size will refer to the average number
of intermediate nodes on one path n < 40 (since the expected size of
the QKD link is about 100 km) and the maximum number of disjoint
paths I < 6. Therefore, the applicability of the MOP /-scheme is under
question and depends on the real value of p.

5. Conclusions and future works

In this article, we have analysed two scenarios of attack that can be
performed on trusted nodes in the hybrid QKD network. First, describe
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the situation in which each trusted node could be compromised with
a certain probability, p, and then describe a correlated attack on a
network with finite resources. For which case, the risk of hacking is
greater depends on individual parameters of the network and attacking
party, which are difficult to predict in reference to the real world.
However, we can infer that with growing network size, the second
scenario is less vulnerable to attacks.

Next, we have described the scheme of communication in the QKD
network extending the multiple-path scheme by the possibility of cross-
ing communicating paths, the MOPs scheme. This scheme uses the same
amount of resources (QKD links) and can perform better under certain
conditions, as analysed in Section 4.3. The graphic visualisation of the
most restrictive constraint (i.e. on the minimal value of p) is presented
in Fig. 8. Unfortunately, these constraints are relevant for distant users
in large-scale networks only.

The concept presented in Section 4.2.2 is worth highlighting. It does
not present a groundbreaking idea but introduces an interesting and
inexpensive improvement to the QKD network. This work develops a
new way of thinking about QKD multiple-path algorithms in hybrid
networks with trusted nodes. The proposed algorithm is not optimal.
Considering different topologies of interlinks could perform better, but
the simple model under investigation enabled analytical analysis. For
this moment, it is difficult to judge whether the presented concept will
be useful in practice, yet it opens a new path for the future development
of QKD networks.

In the literature, different approaches to improving the efficiency
and security of quantum key distribution through the use of multiple
paths are explored. Here, we base on the findings of earlier studies and
offer new insights and solutions to challenges in this field. Specifically,
we extended the QKD multiple-path distribution protocol, assuming
that the paths can overlap. Our analysis shows that to improve se-
curity, it is (under certain conditions) more optimal to add interlinks
between disjoint paths instead of adding a new path. A similar concept
using overlapping paths has been presented in [14], where security is
improved by introducing complete subgraphs (“cities”). However, in
that article, no indication of an advantage over the MNOPs was made.
Furthermore, while preparing this article, another work appeared that
addressed the security issue of overlapping multiple paths [15]. In
this article, the potential vulnerability in quantum networks based on
trusted nodes with multiple paths is considered, to which our results are
complementary. Specifically, in that article, a different architecture of
a hybrid network was considered, which enabled to obtain certain ana-
lytical results, which led to conclusions on security being in qualitative
agreement with the results obtained here. However, the results of [15]
do not indicate the possible advantage of MOPs over MNOPs, which
has been shown here.

We constructed two models of possible attacks: uncorrelated attack
(in which each node has a certain probability of becoming compro-
mised), and correlated attack (in which the opponent owns certain
resources that could be used to compromise the security of certain
nodes). Furthermore, based on [13], the attacks have been extended
to the QKD multiple-path distribution protocol, assuming that the
paths can overlap. Our analysis shows that to improve security, it
is (under certain conditions) more optimal to add interlinks between
disjoint paths instead of adding a new path. We analysed existing
multiple-overlapping path algorithms for key exchange and identified
their weaknesses in terms of security and efficiency. Furthermore, we
proposed a new algorithm that addresses these weaknesses by using
overlapping paths. The proposed algorithm is shown to be more secure
and efficient than existing algorithms, making it potentially useful in
case of the large-scale quantum networks.

The research on Multiple Overlapping Paths algorithms for Secure
Key Exchange in Large-Scale Quantum Networks holds potential future
prospects in the realm of secure communication network development.
As quantum technology progresses and quantum networks expand,
the demand for secure key exchange intensifies. This work offers a
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Fig. 8. Regions of the allowed value of p as a function of / (number of paths) and n
(number of nodes in a path), under the condition y < 1. The condition guarantees that
the probability of hacking the MOP scheme is smaller than for the MNOP scheme. The
colours represent the degree of usefulness of the algorithm, with green as the most
useful and red as not useful. (For interpretation of the references to colour in this
figure legend, the reader is referred to the web version of this article.)

potential solution by employing multiple overlapping paths to enhance
security and reliability in quantum communication networks, especially
in large-scale situations where single-path schemes might fall short.

In quantum networks, multiple path strategies consume numerous
quantum node resources [23], and our work could help address this is-
sue. Other efficiency-improving algorithms, such as Quantum Dynamic
Routing [24], can be combined with our approach for further research.

Regarding future prospects and potential applications, the proposed
algorithm could be employed to bolster the security of quantum key
distribution networks in various contexts. For instance, it could secure
communication between government agencies or financial institutions
that necessitate high-security levels. Moreover, the algorithm could en-
hance secure communication between individuals who require privacy,
such as journalists or activists, even in situations where intermediate
nodes are not entirely trustworthy.

To ensure the comprehensive evaluation of the proposed algorithm,
it is highly recommended that future research concentrates on simulat-
ing its functionality across diverse scenarios. It is important to note that
while the proposed algorithm surpasses existing alternatives in terms
of security and efficiency, it is not optimal. The selected architecture
for overlapping paths has been dictated by the simplicity of theoretical
analysis, and better strategies may exist.
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Fig. 9. Example of network for which single path protocol is more optimal than
multi-path one.
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Appendix A

Here, we present an example where for the uncorrelated attack
(even with uniform probability p for each vertex), it is not always
optimal to use as many paths as possible. We adopt the assumptions
made in the discussion of this type of attack in Section 3.1. Consider
the network presented in Fig. 9, and let the number of intermediate
nodes on the path A —2 and 1 — B (a path that goes from A to 2 and 1
to B but omits 1 and 2, respectively) be n, and the probability that any
(intermediate) node becomes compromised is p. If we use one or two
paths, then the probability of hacking is, respectively:

P, =2p,
Py =((n+1)p)’.

(33)
(34)

It is possible to satisfy the inequality P, < P,, which leads to the
condition:
_2 .
(n+1)2
But for n large enough, we can find p small enough so Eq. (35) do not
contradict the condition assumed before, that is, np <« 1. Therefore,
even for the simplified version of the correlated attack model, it is not
always optimal to use as many paths as possible.

p. (35)

Appendix B

In the MNOP scheme, each intermediate node has a connection to
two other nodes and passes a secret key from one node to another
in a hop-by-hop fashion using a one-time pad. In the MOPs scheme,
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Fig. 10. Example of graph for classic and NDMS scheme, red links represent
additional interlinks in NDMS scheme. In NDMS, the following messages will
be created: M, K @K, DKy My M, DKy DKy DKyp, My

My @ Kip DKy DKyz, Mys = Ky @ Kis @ Kyyy Msg = My @ Ksg @ Kos D Kis
Mgy = Msg @ K @ Ks @ Ks6. (For interpretation of the references to colour in this
figure legend, the reader is referred to the web version of this article.)

each node sends a classical message to Bob, which may be not efficient
(since it generates a lot of traffic in the classic network), and we now
show a certain alternative that reduces impact on key rate if only
we can decompose network (vertex used in actual communication) on
system of disjoint paths that cover all vertexes. If we cannot meet this
condition, we can mark some vertex that will still send a message
directly to Bob and will not be counted as part of the network and then
try to make decomposition.

Lemma 3.  Alternatively to the hop-by-hop scheme, we can use the
following procedure: On path A — 1 — 2..n — B vertex number 1 take
the XOR of key’s K,; and K,, and send it to the next node. If the
node i € 2...n receives the message M,_, from the previous node, it takes
XOR of his shared keys and the message and create new message, i.e.
M, = M, DK, ; DK, The difference is that instead of decoding
and encoding operations, we do it in a single step.

Lemma 4. Alternatively, to the MOPs method, we can use the following
procedure. Having a graph, we find a system of disjoint paths that cover
all vertices. This system will determine the next node for each vertex.
When communicating, each node uses the procedure described in Lemma 3
with a difference, we additionally XOR all interlink keys. Consequently,
the message sent is: M; = M,;_, ], @ K, ;, where (j,i) indicates the
adjointness of the nodes j and i.

One can check that this extension of the MOPs scheme omits un-
wanted procedure in which each node sends message to Bob and at the
same time keeps benefits of utilisation of interlinks. A useful example
is presented in Fig. 10.
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Appendix C

Here, we present a dynamical programming algorithm to calculate
the exact value of c(/, n), the greatest discrepancy in the result appears
when n is close to I:

algorithm alpha is
input: n and 1 parameters of graph
output: number of minimal cuts separating A and B

create two dimensional array tab[1l,n]
for jinl..n:
tab[1,3j]=1

for eachrow i in2...n:
for each cell in a given row tab[i,j]l, jin1l,n:
calculate range of possible k (a,b) such that
nodes (i, j) and (i-1,k)
can be in vertex cut for k in a..
tab[i, jl+=tabl[i-1,k]

.b:

return sum of tab[1,i]
Appendix D

Here, we present the numerical calculation performed to substan-
tiate Lemma 2 of Section 4.2.3. For each graph, each subset of size
k can be generated and checked to see whether it separates A and B
(if A and B are in disjoint components). The numerical values of the

function g, (k) for small graphs are presented in Fig. 11.

B (k+1)
. . . ﬁ"vl(k) .
for k = I. We also derive numerical observations suggesting that the

inequality (20) “cannot be strengthened”, by which we mean that:

From this analysis, we can deduce that the ratio is maximal

Bu(+D)
B ()

-1,
nl

(36)

as n grows. In Fig. 12 the numerical results obtained for / 2 are
shown. For / > 3, the above thesis seems to hold, but collecting data
for many points is too time-consuming, and therefore we do not present
more results.

Fig. 11. Values of function f,,(k). Column number (starting from 1) depict value of k, and row number value of n, and / is constant within a given matrix, respectively / = 2,3,4,5.
Through computation, time is exponential in the size of the system (which equals n/), calculations were made for graphs of a maximal size of about 30.
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Fig. 12. Function with / =2 in dependence of n.
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