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Abstract: This paper focuses on the issue of privacy in the Internet. lt presents results of a qualitative study conducted among 
junior high school students. 15 in-depth interviews conducted with the so-called Millennials provided the basis for the study 
(the study participants were individuals bom between 2001 and 2002). The study has demonstrated that there is a need to 
manage privacy among young people and they are aware of a variety of threats related to its potentia I loss. However, there 
is no adequate knowledge about mechanisms of functioning of individual services or applications tracking user data and 
metadata. The respondents also display attitudes characteristic for the so-called privacy paradox and privacy dilemma 
already described in literature. As regards the active private information management, they first and foremost focus on the 
social context of sharing the information. They care not to share too much information with the people they know, especially 
the closest family. In tum, they attach less importance to the institutional context. They do not see potentia! consequences 
of use of their data by commercial entities as a direct infringement of privacy, but rather as potentia Iły harmful. 
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1. lntroduction

Privacy in the Internet is an issue increasingly more often featuring in discussions of both internet users and 

researchers. This issue merits attention due to its importance and topicality (Solove 2008, Joinson, Reips, 

Buchanan et al. 2010, Trepte, Reinecke 2011). The essence of these deliberations is most often the issue of user 

awareness of data processing mechanisms and threats it entails. lt is important as much as it determines 

effective and safe use of the internet and facilitates user's control over the information shared the re. Protection 

of privacy du ring various online activities has a broader, not only pragmatic dimension, this is because as Ptaszek 

noted (2018, pp 249-250): thanks to controlling their own privacy the human being may preserve subjectivity, 

separateness, and dignity. This in tum translates into better human relations and, in perspective, individual's 

development. 

As a result of an increase in popularity of social media, users increasingly more readily share their information 

online. lt is facilitated by such platforms as e.g. Facebook. Additionally, users' actions may be seen as 

characterised by a certa in thoughtlessness in terms of the information they share, frequently imitating other 

interet users, which may illustrate a tendency for the lack of consideration in the area of individual information 

management. As Madden, Len hart, Cortesi et al. (2013) noticed: ( ... )indeed the sites themselves are designed to

encourage the sharing of information and the expansion of networks. However, few teens embrace a fully public 

approach to social media. lnstead, they take an array of steps to restrict and prune their profi/es, and their 

patterns of reputation management on social media vary greatly according to their gender and network size. lt 

shows the scale in a shift of one's own perception of privacy, which was undoubtedly influenced by the social 

media. 

Among the threats and controversies, it is worth pointing to possibilities of using personal data by organisations 

which monitor not only the data provided by users, but also their searches and conversations, which are 

subsequently sold to advertisers (Siuda 2015, p. 41). 

Anonymity is another privacy-related issue (Raine, Kiesler, Kang et al. 2013}. This problem is connected with the 

subjectivism of a user convinced about their own anonymity. Hiding one's identity in the Internet may seem 

simpler than in the case of other media, yet it is no longer possible nowadays (Gustowski 2012, pp.47-56). Stili 

not everyone user is aware of invigilation which effectively verifies each person active on the internet. 

This paper focuses on the issue of privacy in the Internet. lt presents results of a pilot qualitative study conducted 

among junior high school students. 15 in-depth interviews conducted with the respondents of 14-15 years of 
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age. The majority of heretofore conducted studies into online privacy was quantitative a (questionnaire format). 

lt seems, however, that for the deeper insight and proper understanding of the problem discussed herein, also 

qualitative studies are necessary. 

2. Theoretical background

Precise determination of what exactly the notion of privacy in the Net encompasses poses a difficulty. The set 

of information or data recognised as private or non-private keeps constantly changing, hence the issue of data 

protection resurfaces from time to time (Siuda 2015, pp 37-40). The dynamics of changes in the medial space 

and multiplicity of contexts in which to understand privacy also determines the method of researching this issue, 

in particular the methodological choice (Popiołek, Wieczorkowski 2018). 

An interesting perspective in relation to privacy has been proposed by Acquisti, Taylor, and Wagman (2016). In 

their opinion it should be viewed as control over granting access to one's own information. lt is a particularly 

attractive concept where privacy in the Internet is concerned. According to the researchers, individuals may 

obtain various advantages by providing their private information. This is why from the internet user's point of 

view finding a balance between sharing their private information and collecting benefits from that is of 

relevance. 

An aspect which requires to be rendered more precise is the type of information that should be treated as 

private. Usually there is an agreement that private data include name and surname, age, address, phone 

number, geolocation data, or health status information (Kołodziejczyk 2014, p 39). Next to those listed, however, 

there is a large number of the so-called metadata which originate from the Net users and are processed by 

various entities. lt is connected to the notion of big data which means unlimited data sets capable of being 

carriers of detailed knowledge (Wieczorkowski, Polak 2014, p 182). As Wieczorkowski writes (2017): '( .. .) the 

ease of communication and data processing affects the risk of privacy breaches and surveillance of individua/s', 

simultaneously pointing to the processing of mass data as an opportunity to encroach upon the sphere of user's 

privacy. lt is worth emphasising that the user is not always informed about the processing of information related 

to them, and if they are aware thereof, then they are not each time notified of such practices and not always 

have influence on which specific data is used. This forced a need for introduction of legal regulations (for 

example such as the General Data Protection Regulation [GDPR]) which aim to increase the scope of user control 

and transparency of processes for obtaining and processing personal data (Chudaś 2018). 

As has already been proven, it is not true that young people do not care about their privacy (Marwick, boyd 

2014). But there is another issue - users' subjectivity in perceiving their privacy. lt is well illustrated by Kim 

Sheehan's study. Sheehan explored the issue of Internet user perception of privacy, grouping the users according 

to the degree of their concern for their own privacy. His research has demonstrated that the issue above is 

strongly dependent on the context. Internet users frequently render sharing their privacy dependent on a 

specific situation or advantages they may obtain. An approach to privacy is therefore an individual issue. As 

Sheehan indicates, aspects such as user's age and education also result in an increased concern for privacy 

(Sheehan 2002). 

Other researchers also note that next to the type of processed data, also the situation in which we provide our 

personal information is of importance (Nissenbaum 2010, 2011). In this regard two main context are 

distinguished: social and institutional. The first case deals with providing our private information to our 

acquaintances and people we rema in in a variety of private relations with. The second case concerns providing 

information to commercial entities or government agencies which may process them for a variety of purposes, 

e.g. for marketing needs or with the view of guaranteeing citizens' safety. Table 1 presents a mare detailed

characteristics of both these contexts:

Table 1: Two main context of providing private information in the internet 

Social context lnstitutional context 

lnformation -information shared with private people, - entities offering their services online,

recipient acquaintances, relatives, or other persons - state administration bodies (e.g. offices)

watching our online activity. 

Situation in Social media services and other platforms - daily Internet activity, browsing pages, using

which data are used to maintain social relations. commercial services (e.g. Facebook, Twitter,

provided Google) 
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Social context lnstitutional context 

- online shopping
- using e-administration services

Role of data Active Passive 
provider - the person decides what content to - accepting the Terms and Conditions of the

publish service, its recipient consents to the processing of 
their private information 

Examples of - loss of control over granting access - - datification and sale of information to advertisers 
potentia! risks copying and disclosing private content (e.g. - a filter bubble

from private communication); - loss of rights to posted content
- breaking into private accounts

Source: Own study based on the frame introduced by Ptaszek (2019). 

Studies show that when it comes to the social context, young people often want to protect their privacy and 

limit information they share with friends on the social network sites (SNS) (e.g. when it comes to their health 

condition). This is the result of research conducted between teenagers by van der Velden and Emam (2013). 

Data shared by people through SNS may affect more than one user's privacy. The lack of multi-party privacy 

management support in current mainstream SNSs infrastructures makes users u nable to have active control to 

whom these information are actually shared or not (Such, Criado 2016). 

3. Methodology

In the period from January to April 2016 a qualitative study was conducted. The respondents were junior high 

school students, individuals born in the years 2001 and 2002. All the respondents were active Facebook users at 

the time the study was carried out. A selected group of people were chosen based on the availability principle. 

The technique applied was an individual in-depth interview, partly structured. The total of 15 interviews were 

conducted. 

Table 1: Study sample characteristics 

Interview 
number/ [li [21 [31 [41 

Name of the Weronika Michał Magda Agnieszka 
respondent: 

Year of birth: 2001 2001 2001 2002 

Sex: Female Male Female Female 

Place of Village Village Village Village 
residence: 

Interview 
number/ [91 [101 [111 

Name of the Maciek Jan Marcin 
respondent: 

Year of birth: 2001 2002 2002 

Sex: Male Male Male 

Place of Town Village Village 
residence: 

Source: own study 

The interviews revolved around three main threads: 

■ information management in daily activity online,

• effects of the filter bubble,

■ sharing private information in the internet environment.

[SI [61 [71 [81 
Patryk Iwona Patrycja Sylwia 

2001 2001 2002 2001 

Male Female Female Female 

Village Town City Town 

[121 [131 [141 [151 
Ewa Natalia Oskar 1 Oskar 2 

2002 2001 2001 2002 

Female Female Male Male 

City Town Village City 

This article presents the threads concerning the private information management in the internet environment. 

The part dedicated to the filter bubble is excessively voluminous and in principle constitutes a separate problem. 

For this rea son it is published as a separate paper. The study below was not conducted on a representative group 

and this is why its results do not determine the skills and knowledge of all junior high school students. lnstead 

they provide a certa in starting point as well as a hint as regards the direction of potentia I further research. 
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4. Results

4.1 Perception of privacy in the internet and awareness of potentia I risks 

In the study the teenagers were asked to present their generał perception and understanding of the term of 

'privacy'. The majority of interviewees referred it to private space, free time, etc., whereas a part of them 

mentioned that privacy was also related to disclosing information about oneself in the internet. lt is worth noting 

that few respondents saw the multidimensional nature of this issue, as well as its contextuality. This is 

exemplified by a statement of one of the girls: 

ft is a sphere where you can either disclose the information or (. . .) tell secrets to your family or 

acquaintances, and each of these spheres is somewhat different. You tell some things to your 

family, but other things to your friends or people you do not know. [(1/15} Weronika] 

Weronika drew attention to the earlier mentioned contexts in which privacy could be considered and she 

noticed the diversity of ways in which to understand it. On this basis one may conclude that for the junior high 

school respondent the Internet is one of the contexts in which privacy occurs, but in a sense characteristic for 

this medium. All study participants remarked that it is possible to speak of priva cy in the Net, but that it is present 

there in only a limited form: 

I think there is privacy in the Internet... but looking at all that Internet ( .. .) 

then privacy occupies only a small percentage ( ... ) This is because when we want to use something, 

use this Internet and devices, then the basie information is required, after all each time you log in 

they demand your name and surname, or when you want to set up an account. {(5/15}Patryk] 

As same of the interviewees noted, the fundamental requirement allowing the user to take full advantage of 

Internet use is possessing an email address which facilitates user verification and identification. lt is necessary 

for example to create accounts on social media, access different platforms, and use all sorts of online resources. 

All these activities require users to provide their personal data. Hence, young people' attitude to specific 

personal data is very interesting: which of such data do they consider the most private and what does that 

depend on? The respondents presented different ways of understanding this issue: 

( .. .) things such as my own health status, or the health status of my parents and, generally speaking, 

things connected with the family or boyfriend ... these are mainly the areas which I do not reveal 

too much about to others. [(7 /15)Patrycja] 

For me this is important information, let's say - personal ( ... ) which I wouldn't share with anyone 

else, even the best mates ( ... ) information that I would like to know exclusively, information that 

can prove useful. [(5/15}Patryk] 

As the above-given examples indicate, the respondents in the first order mention the information concerning 

their relationships, ideas, or plans, while not specific personal data. 

In the case of a question about private information in the Internet, respondent's answers differed. The 

interviewees pointed to various information and their interpretation of the question also differed. The junior 

high school students pointed to such information as: 

■ Private conversations on social media or via email,

■ Place of residence, phone number, life events, bank account number, email address, as well as shared and

exchanged files.

lt is worth noticing the discrepancy between that which individuals consider private and what they publish 

online. Despite considering their address private information, they do not see counterindications against 

providing this information for example on their Facebook profile. 

They display a somewhat different attitude to the phone number. Only one of the interviewees declared to have 

shared their phone number on the social media platform without having paid attention if the number is 

publically visible. Majority of the respondents declared that they limit the phone number visibility to prevent 

any unwanted parties from accessing it. There were also individuals who emphasised that they did not provide 

their phone number in connection with the potentia I risks it entails. 
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A possibility of conducting conversations online is an essential issue for the respondents. As they indicate, a 

possibility of exchanging information via individual or group conversation functionality offered by Facebook is 

extremely important for them. Severa I people highlighted that conversing via social media is the function they 

used the most, whereas two respondents stated that the chat functionality offering an opportunity of conversing 

was the main reason to set up a Facebook account, whereby it is worth emphasising that they most often chat 

via Facebook's Messenger application. 

lnteresting answers were provided to the following question: do the respondents notice breaches of privacy in 

the Internet and are they capa ble of defending themselves aga inst such breaches, and if so, then how? Du ring 

the interviews each of the respondents saw the need to protect their privacy while simultaneously noting that 

it is increasingly more difficult: 

I think it is very hard to have privacy in the Internet. This is because everyone has access to you 

database, Facebook or other social media portals. There is a lot of information about you and in 

reality everyone can see it, and privacy is difficu/t to maintain [(4/15) Agnieszka]. 

We/I, the dangers are many ... for example paedophi/es or something like that. You need to take 

care not to fet them track you down. [(3/15} Magda] 

Magda's statement points to a high level of awareness based on the common knowledge about 'dangers' which 

may occur in the Internet, especially those concerning the youngest users. 

4.2 Respondents' knowledge and skills in the scope of privacy management 

As follows from the conducted interviews, junior high school students have the skills which help them protect 

their privacy. However, their actions are not always motivated by protection against dangers in the Internet. 

Frequently, they seek to conceal certain activities and information from people they know (e.g. family mem bers 

using the same devices). lt corresponds with the approach described above in which privacy is treated as means 

of controlling which personal information to allow other parties access to (Acquisti et al.). One of the 

manifestations of privacy protection comes as entering password during each login session and not using the 

'remember password' options offered by browsers. One of the statements illustrates this well: 

I have always thought my sister watches same of my stuff. A few years ago we shared a computer 

and a/ready then I would check if I was logged out since I was always afraid that my sister would 

read my messages or something. I did not want that and I continue to do that until naw. The same 

goes for when I use someone e/se's PC, my mate's or somewhere e/se - why shou/d they be ab/e to 

enter my mai/box? Knowing an email or phone number is not a problem, it the password that is 

important. [(2/15) Michał} 

Other study participants make statements similar in tenor. Knowledge of the incognito mocie is another 

interesting question. Some of the respondents did not know this option, and only several study participants 

declared taking advantage of it. The motives for using the incognito mocie are similar as in the case of other 

actions aimed at protecting privacy: 

We/I yes, the made that does not record the history. I often use it, on my phone it is permanently 

on. ( .. .) Why shou/d anyone see where I surf?( .. .) when I am /ogged to my Google account, then the 

same history appears on both the phone and the PC. [(9/15) Maciek] 

Another interviewee also noticed this mechanism - she admitted that she may fol low the pages her older sister 

visits. Single history is recorded where the user is logged into one account simultaneously on several devices. 

The interviewees frequently considered it a nuisance because they do not want other individuals using the same 

PC to be a ble to access their online activity. 

Patryk drew attention to another issue related to the incognito mocie, emphasising that it was not an entirely 

effective way to protect one's privacy, either: 

As is we/I known, the incognito made operates on selected browsers which are most often 

connected to aur accounts so ( ... ) the browser may find out who that is and so on via net 

connections. Or if a given corporation or another workp/ace, then the incognito made, it is written 

that if you use it every employer can see what their employee is doing there, what they are 

browsing, how they are using this incognito made. So it does not give this privacy in the Internet. 

[(5/15) Patryk] 
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Patryk's words testify to his having the knowledge regarding the functioning of many Internet mechanisms. As 

he himself admits he sporadically uses the incognito mode and he does not use extra safety measures protecting 

his privacy. His knowledge is not equivalent with an increased level of privacy protection. 

Generally speaking the interviewees in this respect presented diversified attitudes. The decisive majority 

declared that they used Facebook privacy settings and restricted access to their profile for people from outside 

the circle of their friends. Moreover, they also pay attention to the content they publish: 

( .. .) You can't share all your info in the Internet just /ike that ( .. .) data or same other things or else 

everyone will be able to find you. You somehow need to limit the information we provide. ( ... ) I try 

my best to give as little information as possible, ( ... ) if it is not necessary I don't give my info at all. 

And on Facebook I have given my name and surname, where I go to school, but save for that 

nothing else, e.g. you won't find my phone number there. {(13/15} Natalia] 

Natalia emphasises that she controls her own information choosing what she posts. This demonstrates her 

conviction that one should preserve privacy and shows that she feels the need to protect it. Similarly as another 

interviewee, Magdalena, she notices the need to protect her privacy, and she does that actively posting as little 

information about herself as possible. Another of the interviewees draws attention to yet another aspect: 

When it comes to the Internet, same portals, such as FB, sometimes require ... I mea n request us to 

provide detailed data and it seems to me that you don't always have to provide such data. We/I, 

for example my home address is such private information, and I don't give it online where it is not 

necessary. Obviously, when you order something you need to provide your address, but on FB it is 

not necessary ... it is kind of private. [(2/15) Michał] 

Michał is aware that providing detailed data is not an obligatory requirement to create a social media account, 

yet as he himself indicates he published such information on his profile. lt is worth drawing attention to the 

moment of hesitation in his statement. Does he really think that social media services require or rather request 

users to provide their personal data? Perhaps it is impacted by the Facebook's rhetoric highlighting the 

advantages of certain functions. 

Two of the respondents declared that their posts and photo settings allowed access to friends and friends' 

friends which significantly increases possibilities of a given profile being accessed by third parties. 

Simultaneously the group of respondents also included individuals using a close friends group functionality. The 

Close Friends option allows users to create a group of their closest people where specific content is published 

and available only to the gro up mem bers. lnterestingly, people in this gro up are not aware of their membership. 

Another good example is also the use of the privacy settings option at each activity within the service: 

I use these Facebook options ( .. .) if you are posting a photo, there is an option who may view it -

your friends or your friends' friends [(12/15) Ewa]. 

Majority of the respondents admitted that they published their true information and used their real name and 

surname as signature. What is also interesting is the fact that the perfect majority of the respondents provided 

a false date of birth. lt was due to Facebook requirement to be at least thirteen years of age to be able to use 

the service. Save for this one piece of information, the respondents use their real data. The man ner in which to 

strike a new friendship online is also an expression of taking care of one's privacy. A part of the respondents 

admitted that they happened to accept friend requests from people they do not really know. Sometimes the 

criterion persuading to accept someone as a friend is the fact that they know a given individual by sight although 

they have never spoken to them. 

lt is worth emphasising the diversified attitudes the respondents display towards priva cy. The interviewees 

consider different information to be private, not all of them manage they online privacy with awareness. lt is 

also worth drawing attention to inconsistency in respondents' actions (privacy paradox). Despite having stated 

that they consider information such as home address or phone number private, they published these data on 

their profil es. lmitating other service users may be mentioned as a rea son for that. The perfect majority of them 

use default privacy settings suggested by services where they have accounts. Two individuals were not sure what 

privacy settings they had set and did not exactly remember what information they published on their profiles. 

Each of the respondents stated that privacy is an important issue, however, many of them admitted that it is 

difficult to take proper care of it, while one of the respondents went as far as to state that priva cy in the Internet 

does not exist. 
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Another important issue a part of the interviewees touched upon is also the lack of knowledge in terms of 

managing one's own privacy in the Internet. The results above indicate that junior high school students' 

knowledge in the area of managing their own privacy in the Internet is very diversified which is connected to the 

degree of their online activity. lt is worth emphasising the fact that school and parents provide junior high school 

students only information concerning theoretical risks in the Internet. The respondents were capa ble of stating 

that there are cyber-threats, yet they were incapable of specifying concrete dangers. They obtained the majority 

of knowledge in this respect themselves, using the Internet daily they found the information about the privacy 

settings and other functions offered by social media services, e.g. creating a 'Close Friends' group. lt is worth 

highlighting that the study above was not performed on a representative sample, and this is why interviewees' 

responses show a different attitude to privacy and types of behaviour in the Internet. 

5. Discussion and conclusions

Despite lacking advanced knowledge, the junior high school respondents participating in the study in majority 

are capa ble of managing the basie privacy settings du ring daily Internet use. They are also aware that they leave 

the so-called digital print. In the area of active private information management, they first and foremost focus 

on the social context of sharing. Hence, they care not to reveal too much information to people they know, 

especially the closest family. On the other hand they attach less importance to the institutional context. The 

respondents do not perceive potentia I consequences of using data by commercial entities as directly violating 

their privacy, rather as only potentially harmful. 

The study conducted for the needs of this paper corresponds with similar research in this a rea. As indicated by 

results of the research conducted among British teenagers by Blank, Bolsover and Dubois (2014), young people 

possess the awareness that privacy in the Internet is important, yet frequently it is consciously given up. The 

respondents interviewed for the needs of this paper display similar attitudes. In the literature this phenomenon 

is referred to as a privacy paradox (Ibid.) or privacy dilemma (Matzner et al.). That paradox consists in the 

existence of a discrepancy between Internet users' views regarding privacy and their actual actions in 

cyberspace. In turn the privacy dilemma is connected with the need to make choices whether to share one's 

private information and access specific services and applications or to preserve privacy simultaneously resigning 

on a multitude of useful online tools. 

Vet another issue comes in the form of the so-called privacy cynicism which is discussed by Hoffmann, Lutz and 

Ranzini (2016). According to the researchers, Internet users are characterised by a sense of uncertainty and a 

certain type of powerlessness towards personal data processing entities. In consequence all attempts at 

preserving privacy are futile and ineffective. In order to avoid the cognitive dissonance in connection therewith, 

users adopt a cynical attitude. Junior high respondents investigated for the needs of this paper show a similar 

attitude. This is because they are aware that preserving full privacy in the Internet is not possible, at the same 

time they know, however, that sharing private information may expose them to risks. 

Moreover, the context related to the transactional nature of the act of sharing personal information is also 

important. This is because most often it is a condition for using a desired service. Therefore, immediate 

advantages make the potentia! risks sharing one's private information entails lose importance in users' eyes 

(Kołodziejczyk 2014). 

Recapitulating, the results of the conducted study correspond with conclusions arrived at by other researchers. 

The junior high school respondents demonstrate the need to manage their privacy and are aware of existing 

dangers related to its potentia! loss. Vet, unlike older users (Ibid.), they do not possess sufficient knowledge 

about functioning mechanisms of individual services or applications which intercept data and metadata. Neither 

do they concentrate on the institutional context of data sharing, the social context is of greater importance for 

them. The need for protection of privacy is related to the sense of being observed by other people which causes 

a certa in discomfort. The conducted study confirms the theses existing in the literature in connection with the 

privacy paradox and privacy dilemma. The study results are, nevertheless, of a pilot nature and conducting a 

quantitative study on a representative sample would be advisable in order to arrive at in-depth conclusions and 

also distinguish potentia! variables determining the level of knowledge and e-competence in the scope of 

protection of privacy in the Internet. 
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