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1 Introduction

1.1 Motivation

Suppose we have n cities. There are two one-way roads (denoted as a and b) leading
from each city to another city or back to the city it starts in (forming a loop). Fur-
thermore, let us assume we have a map with cities and roads between them labelled
with all necessary symbols (a,b) (that is, a finite automaton) but we do not know the
city we are in right now. The question arises whether we can determine our position
using only the map and movement between the cities.

It turns out that if the labelled digraph with n vertices that represents a map has
the so-called synchronization property, then the answer to the question is positive -
there exists a sequence of roads (i.e., a word s over the letters a,b) with a property
that, no matter which city we start our trip in, we always finish in the same city
while traveling according to the sequence s. What is more, we know which city we

are finishing in.

Figure 1: The automaton Cy

Consider an example depicted in Figure [Tl It shows four cities, each with two

outbound roads labelled a and b. It is easy to see that, regardless of which city we start



from, following the sequence baaabaaab will always lead us to city 1, demonstrating

that the automaton accepts a synchronizing word baaabaaab. Transitions by the word

baaabaaab from all states are depicted in Fig. [2|
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Figure 2: Transitions by the word baaabaaab in C4

The concept of synchronization dates back to at least the 1950s [18, B5] and

has garnered considerable attention from theoretical computer scientists due to the

famous éerny Conjecture. This conjecture states that if an n-state automaton is

synchronizing, then it must have a synchronizing word of length at most (n — 1)

Despite being open for over 60 years, the conjecture was proven for various classes

of automata. Synchronization of finite automata also has numerous practical appli-

cations, some of which are discussed in Section 2.4, We introduce some necessary

preliminary definitions and results in the next subsection.

1.2 Aims of the thesis

The aims of this thesis are as follows:

1. Investigate the impact of the alphabet size on the length of carefully synchro-

nizing words (the analogue of synchronizing words for partial finite automata),

2. Introduce new non-trivial classes of deterministic finite automata (DFAs) that

have a quadratic upper bound for the length of the shortest synchronizing word,



3. Extend the notion of one-cluster automata (investigated in [49] and [4]) to
partial finite automata, examine the extremal properties of careful synchronizing
words for such automata, and address complexity issues related to determining

whether such automata are carefully synchronizing,

4. Explore the possibility of designing an asymmetric cryptosystem that utilizes

the notion of synchronizability.

Understanding how the size of the alphabet affects the length of carefully synchro-
nizing words is crucial for optimizing the design and efficiency of automata-based
systems. It provides insights into the behavior of finite automata under different con-
straints, which can inform the development of algorithms and applications in various
fields. Note that synchronization under constraints was studied earlier for example
by Fernau et al. in [I5].

Introducing new classes of DFAs with long shortest synchronizing words can con-
tribute to expanding the theoretical understanding of automata theory. For example
Pin-Cerny Conjecture [37] has been disproved by a family of automata with quadratic
length of the shortest synchronizing words in [26]. Moreover such classes may be used
to design new test cases for existing algorithms. Such examples are "the hardest" to
test amongst all because they concern very long words. Other examples of extremal
classes of synchronizing automata can be found in literature, for example [21], 19].

Extending the concept of one-cluster automata to partial finite automata allows
for exploring new mathematical structures and properties, which can deepen our
understanding of automata theory. Examining the extremal properties of careful
synchronizing words in this context sheds light on fundamental properties of automata
and their behavior. Addressing complexity issues related to determining whether
such automata are carefully synchronizing is important for practical applications,
as it informs the feasibility and efficiency of automata-based systems in real-world
scenarios.

Exploring the intersection of automata theory and cryptography opens up new



avenues for designing secure and efficient cryptographic systems. Leveraging the
notion of synchronizability in cryptographic protocols introduces novel approaches
for enhancing security and efficiency in asymmetric encryption schemes. Research
in this area has the potential to advance the state-of-the-art in cryptography by
providing alternative cryptographic primitives and protocols with strong theoretical

foundations.

1.3 Arrangement of the thesis

Section [2] introduces necessary preliminaries used in the latter sections of thesis, dis-
cusses the notion of synchronization and its generalizations as well as summarizes the
most important applications of it.

We address the problem stated in Point [I] in Section [3] The results from that
section are included in [40] and were presented at the CIAA 2022 conferene in Rouen.

Section (| is devoted to defining the class of deterministic finite automata (DFA)
with coinciding cycles and proving the quadratic upper bounds for the length of the
shortest synchronizing words for such automata, thus exploring Point [2| These results
are published in [41] and were presented at the DLT 2023 conference in Umea.

In Section [5| we inquire into the problem of careful synchronizability of one-cluster
partial finite automata (PFA). We managed to show examples of one-cluster au-
tomata having the shortest carefully synchronizing word of exponential length (all
other known examples of such extremal families had more than one cluster) and
proved that determining if a given one-cluster PFA is carefully synchronizing is NP-
hard even for a two-letter alphabet. These results are published in [42], were presented
at the DLT 2024 conference in Gottingen, and cover Point [3]

Finally, we investigate the problem of developing a public-private key cryptosys-
tem that grounds its security (even partially) on the problem of careful synchroniza-
tion in Section [(] We describe the scheme of ciphering and deciphering, attempt

to accomplish initial cryptanalysis of the system, as well as discuss the problem of



defining and generating the key for encryption and decryption.



2 Synchronization

2.1 Preliminaries

We define an alphabet as a finite non-empty set. Elements of an alphabet are called
letters. A word over the alphabet X is a finite sequence of letters from X. If a word
w equals (x1,...,2,) then we omit brackets and commas and write w = x1...x,.
For a word w we denote |w| as the length of w. If w is the empty word then we
denote it as €. A concatenation of words w = x;...x, and v = y; ...¥,,, written as
ww, is the word z = x1...2,y1 ... Ym. In case of a k-folded concatenation of a word
w with itself we write w*. We say that a word v is a prefiz of the word w if there
exist a word z such that w = vz. For an alphabet ¥ and k € N U {0} we define
YF = {x;... 2, : 7; € ¥} (the set of words of lengths exactly k over X). Finally we
define ¥* = |2, X"

A Deterministic finite automaton (DFA) is an ordered tuple A = (@, X, d) where
32 is an alphabet, () is a finite set of states, and § : ) x ¥ — (@ is a transition
function. For w € ¥* and ¢ € @, we define d(¢, w) inductively: (g, €) = ¢ and
d(q, aw) = 0(6(q, a), w) for a € X.

A word w € ¥* is called synchronizing (or reset) for A = (Q,3,0) if there exists
q € @ such that for every ¢ € @, (¢, w) = q. A DFA is called synchronizing (or reset)
if it admits any synchronizing word. Note that not every automaton is synchronizing.

An example of a non-synchronizing DFA is depicted in Fig.

Figure 3: A non-synchronizing DFA

We also define rt(.A) as the length of the shortest word that synchronizes A, if such

word exists, and refer to that value as the reset threshold of A. The reset threshold
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for the automaton C, from Fig. [1]is 9 since, it is easy to check that baaabaaab is the
shortest synchronizing word for that automaton.

Consider a DFA A = (Q,%,6) and S C Q). We say that A is synchronizable to S
(or S is reachable in A) if there exists a word w € ¥* such that 6(Q,w) = S (0(Q, w)
stands here as the image of the set of states by the action of § under the word w).
We can also say that w synchronizes automaton A to a subset S. The automaton C4
from Fig. [I}is synchronizable to the set {0, 2,3} by the word ba, which can be easily
verified using Fig. [2|

A Partial finite automaton (PFA) is an ordered tuple A = (3, Q, ) where ¥ is
a finite set of letters, () - a finite set of states, and ¢ : @ x X — (@ is a partial
transition function (i.e., it may not be defined everywhere). For w € ¥* and ¢ € Q,
we define 0(¢, w) inductively: 0(¢,€) = ¢ and 6(q, aw) = §(6(q, a), w) for a € %,
where € is the empty word, and d(¢, a) is defined. A word w € ¥* is called carefully
synchronizing if there exists § € @ such that for every ¢ € @ holds (¢, w) = g and
all transitions are defined. A PFA is called carefully synchronizing if it admits any
carefully synchronizing word. Note that PFAs are very practical model since in real
world scenarios it is rarely true that all possible interactions are defined for all states
of the system. An example of a carefully synchronizing automaton, A.,,, is depicted
in Fig. Its shortest carefully synchronizing word, weq,, is abc(ab)?c?a, which can

be easily checked via the power automaton construction.
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a a

Figure 4: A carefully synchronizing A,

For a given DFA (or PFA) A = (Q, X, d) we define the power automaton P(A) =
(29,3, 7), where 29 stands for the set of all subsets of @, and the alphabet X is
defined as in \A. The transition function 7 : 29 x ¥ — 29 is defined as follows: let
Q' C Q; for every a € ¥ we define 7(Q',a) = U, 6(q, @) if (g, a) is defined for all
states ¢ € @), otherwise 7(Q)’, a) is not defined.

The power automaton of the automaton C, (Fig. [1)) is depicted in Fig. [l Bold
arrows correspond to the shortest path from the state @ = {0,1,2,3} to a singleton

and determine the shortest synchronizing word for C4, which is baaabaaab.
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Figure 5: The power automaton P(Cy)

For the sake of simplicity, we make use of the notation g.w instead of d(q,w)
and S.w instead of §(S,w) for S C @ of a DFA (or PFA) with the set of states @
wherever it does not cause ambiguity. We also define qw™ = {p € Q : pw = ¢}
and Sw™ = {qw™ : ¢ € S}. In other words, S.w™! is the preimage of the subset of
states S under the action of the word w. We can now state an obvious fact, useful
for deciding whether a given PFA is carefully synchronizing, whether a given DFA is

synchronizing, or whether a given DFA is synchronizable to a given subset.

Fact 1. Let A be a PFA and let P(A) be its power automaton. Then A is synchro-

13



nizing (resp. synchronizable to S C Q) if and only if for some state ¢ € Q (resp. for
S) there exists a path in P(A) from Q to q (resp. to S). The shortest synchronizing
word (resp. word synchronizing @ to S) for A corresponds to the shortest labelled
path in P(A) as above.

We state the characterization of synchronizing DFAs obtained by éerny in [56]
(Theorem [1)).

Theorem 1. A DFA A is synchronizing if and only if for any p,q € Q, there exists

a word w € X*, such that p.w = q.w.

Theorem [I] can be used to design a simple, polynomial time algorithm that decides
if a given DFA is synchronizing and returns a synchronizing word if so. For a given

A= (Q,%,0) define a pair automaton A* = (Q’',3, ') as follows:

e @ ={{pq}:pgeQ}tU@

e for Se @ and a € 3, §'(S,a) =46(5,a)

The pair automaton C7 is shown in Fig. [f]

14
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Figure 6: Pair automaton C3

The algorithm, based on Theorem [I| for deciding whether a given DFA is syn-
chronizing is shown as Algorithm Its correctness is straightforwardly implied by
Theorem . Note that computing the pair automaton A? is polynomial in the size of
A. Hence, the entire algorithm operates in polynomial time with respect to the size
of A. It is worth to mention that there is no similar characterization (as in Theorem

for the notion of careful synchronization or synchronizability to a subset.
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Algorithm 1 An algorithm for deciding synchronizability of a DFA
Require: A= (Q,X%,9)

Ensure: w € ¥ synchronizing word for A, or € if such w does not exist
1: w<e€
2: P+ (@
3: while |P| > 1 do
4: choose p,q € P
5: using A? find v € ¥ such that p.v = q.v

6: if v does not exist then
7 return e

8: end if

9: W < Wu

10: P+ Puv
11: end while

12: return w

The word v from Line 5 of the algorithm can be found using, for example, the
DFS algorithm on the automaton A2

Let £, ={A=(2,Q,9) : Ais carefully synchronizing and |Q| = n}. Notice that
L,, does not depend on the alphabet size. We define d(A) = min{|w| : w is a carefully
synchronizing word for A} and d(n) = max{d(A) : A € L,}.

Before moving further, we provide a couple of graph theoretic definitions used
mainly in Sections 4 and [6] Let V' be a finite set of elements (vertices), E be a subset
of the set of all pairs of the vertices from V' (set of edges). Then we call G = (V, E)
an undirected graph (or simply a graph). If £ C V x V then we call G = (V| E) a
directed graph, or simply a digraph. A directed path in a digraph G is a sequence of
distinct vertices (vy,...,vg) such that (v;,v;11) € F for each i € {1,...k — 1} and,
for every i # j, holds v; # v;. For the sake of simplicity, we consider an isolated

vertex as a directed path. A cycle in a digraph G is a sequence (vy, ..., v, v;) such

16



that (vy,...,vx) is a directed path and (vg,v;) € E. We can define a path and a
cycle for an undirected graph in a similar way. We say that a digraph is strongly
connected if for any (vy,vy) € V' x V there exist a path from v; to ve. In case of an
undirected graph we say about connectivity rather than strong connectivity. We say
that a digraph is weakly connected if its undirected version (we change each edge to
an unordered pair) is connected.

Let A = (Q,%,9) be a DFA (or PFA), a € ¥, S C @, and G = (V,E) be a
digraph. We say that S induces G on the letter a in A if a digraph with vertex set
S and edge set created from corresponding edges labelled with a is isomorphic to G.
For example, the set {0, 3,2} induces a directed path 2 — 3 — 0 in the automaton
Acar-

Let IT € ¥. We define an automaton A restricted to I1 as a DFA (or PFA)
B = (Q,11,v) where 7 is defined as 6 but only on letters from II. For a letter a € ¥
defined for all states, let G, = (@, E) be a directed graph such that (p,q) € E if and
only if p.a = q. Put differently, G, is a digraph made of only the edges labelled by a
in A or an automaton A restricted to a.

The graph G, is a disjoint union of weakly connected components called a-clusters.
Since each state has only one outgoing edge in G,, each a-cluster contains a unique
cycle, called a-cycle, with some trees attached to a cycle at their roots. For each
p € @, we define a level of p as the length of the shortest path between p and any
of the vertices on the cycle of the a-cycle. The level of a vertex on the cycle equals
0. The level of G, is the maximal level of its vertices. An example of the a-cluster is
shown in Fig. [ The level of the vertex vy is 1, the level of the vertex vy is 2, the
level of the vertex vz is 3 and the level of the vertex v, is 0. The level of the cluster
is 3.

One can easily deduce from Fact [1] that at least one letter ¢ € ¥ must be defined
for all the states of the PFA for it to be carefully synchronizing. We define a one-
cluster PFA with respect to the letter a as a PFA that has only one a-cluster. We

17



also refer to a one-cluster PFA as an automaton that is one-cluster with respect to
any of its letters. Whenever not stated differently in the thesis, when we refer to a

one-cluster automaton, we assume that it is one-cluster with respect to the letter a.

Figure 7: An example of the a-cluster

We say that two DFAs (or PFAs) A = (Q,,0) and A" = (Q, X, 6) are isomorphic
if there exists a bijection f : @ — @’ such that, for all p,q € Q,a € ¥ we have
d(p, a) = ¢ if, and only if &'(f(p),a) = f(q).

Let A = (Q,%,d) be a DFA or a PFA and let S C (). We define an automaton
induced by S as As = (5,%,0s), where ds(p,a) = d(p,a) if 6(p,a) € S, otherwise
ds(p, a) is undefined.

In the latter sections, when we refer to an automaton or automata, we mean either
a PFA or a DFA, wherever not stated differently. We can define strong connectivity
for finite automata (either DFAs of PFAs) in an analogous way as for directed graphs.
Namely a DFA (or PFA) is strongly connected if for any p,q € @ there exist a word
w € ¥* such that pw = ¢q. We say that an automaton A = (Q,3,0) is weakly
connected if its underlying (undirected) graph is connected. We say that S C @
induces a strongly connected component on A if for all p,q € S there exists a word

w € ¥* such that §(p,w) = q.

18



The following fact gives us a simple structural necessary condition for an automa-

ton to be carefully synchronizing:

Fact 2. If an automaton A is carefully synchronizing, then there exists a letter a € X3,
such that §(q,a) is defined for all ¢ € Q. Additionally, the letter a € ¥ partitions the

set of states into a-clusters.

2.2 Classic synchronization

We begin this section with the formulation of the éerny Conjecture (sometimes re-

ferred to as the éernY—Starke Conjecture or the éerny—Liu Conjecture):

Conjecture 1 ([50]). Let A = (Q, %, 0) be a synchronizing DFA with |Q| = n. There

exists a word w € ¥* that synchronizes A and |w| < (n — 1)2.

Researchers have established a significant number of results concerning the syn-
chronization of DFAs over the years, including those related to the length of the
shortest synchronizing words (and proofs of the Cerny Conjecture for various classes
of automata), complexity issues, and language-theoretical properties of synchroniza-
tion. This section will briefly summarize the current state of knowledge in this area.
For an in-depth survey, the reader can refer to Volkov’s recent paper [57].

As discussed previously, the Cerny Conjecture has remained open for over 60
years. This fact has motivated, and continues to motivate, many scientists to study
upper and lower bounds of synchronizing words for DFAs. Before proceeding with the
upper bounds, we (following Cerny in [56]) construct an infinite family of automata
that realize the lower bound from the Cerny Conjecture for the length of the shortest
synchronizing words (i.e., have the shortest synchronizing words of length (n — 1)?),

thus proving the following:

Theorem 2. For every n € N, there exists an automaton C, that has the shortest

synchronizing word of length (n — 1)%.
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Let n € N, and define C, = ({0,...,n — 1},{a,b},d,) where 9,, acts as follows:

g+ 1modn ifz=a,
dn(q, ) =4 ¢ ifx=bAq#0,
1 ifr=0Aq=0.

It is proven in [56] that the shortest synchronizing word for the automaton C, is
(ba™~1)"2b. The automaton C; can be found in Fig. [1]

To this day {C,, : n € N} is the only known infinite family of automata that realizes
the bound of (n—1)? for the length of reset words. Apart from this family, only isolated
examples of such eztremal automata (i.e., realizing éerny’s bound) are known; some
can be found in |26 B9, 54]. Additionally, there are a few examples of families of
automata achieving quadratic lower bounds for the shortest synchronizing word for
DFAs, including those with a sink state (see for example [44], Theorem 6.1), automata
with co-prime cycle lengths (|21]), and automata with full transition monoid ([19]).
The most recent studies focus on the state complexity issues of synchronization, for
example [23], 22]

The best known upper bound for the length of the shortest synchronizing word
is - n®+ O(n?) (with @ < 0.1654...) in the general case, due to Y. Shitov, who
improved M. Szykula’s upper bound by a constant factor (established in [51] by
utilizing so-called avoiding words and linear algebra arguments) in [48], using a slightly
different counting argument than in [51]. Furthermore, there are proofs of the Cerny
Conjecture for quite a few classes of automata, including for example, monotonic
automata [I4], aperiodic automata [55], automata on Eulerian digraphs [27], and
circular automata [12].

There are also numerous theorems concerning algorithmic and complexity issues
related to synchronizing DFAs. The first natural problem to consider is whether a

given DFA is synchronizing. Stated formally:
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DFA-SYNC

Input: A DFA A= (Q,%,9)

Question: Is A synchronizing?

One can easily develop an algorithm that answers this question in polynomial time,
utilizing Theorem [I] It is also known that DFA-SYNC is NL-complete. According to
[57], the theorem was proven by the Indian computer scientist Sreejith but has not
been published by him. The proof can be found in [57], Proposition 2.2.

While determining if a given DFA is synchronizing is easy, checking if it has a

short synchronizing word is believed to be a hard problem. Let us state it formally:

SHORT-DFA-SYNC
Input: A synchronizing DFA A = (Q,,0) and k € N

Question: Does A admit a synchronizing word of length

< k?

The NP-completeness of SHORT-DFA-SYNC was first proven by Rystsov in [43]
and then rediscovered several times (for example, in [14] or [46]).

Since obtaining the exact lengths of the shortest synchronizing words is compu-
tationally challenging, it is natural to inquire about the existence of polynomial-time
algorithms that approximate it. Let P be any algorithm that approximates, for a
given DFA A, the value rt(A) and operates in a polynomial number of steps. We say
that P approzimates the reset threshold to within an accuracy of f(n) if the following

inequality holds for any n and any n-state synchronizing A:

< f(n).
In [16], Gawrychowski and Straszak have proven the following theorem.

Theorem 3. Lete > 0. If P # NP, then no polynomial-time algorithm approzimates

the reset threshold to within an accuracy of n'=¢.
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This theorem implies that (assuming P # NP), there exist no algorithm that
approximates the length of the shortest synchronizing words within a linear factor in
the general case.

In the past 20 years, the development of powerful computational devices has led
to a number of experimental results concerning the éerny Conjecture. Results from
[2, 111, 8, 29| 30}, 54] have confirmed the conjecture for any DFA with at most 7 states
and an input alphabet of any size, for any 8-state DFA with three input letters, and for
any DFA with two input letters and at most 12 states. However, attempts to disprove
the conjecture by randomly searching for counterexamples might be futile (at least
for small alphabet sizes), as shown in [7], where the authors have demonstrated that
the shortest synchronizing word for a randomly generated DFA is O(y/n - log n) with
high probability.

2.3 Generalizations

Many practical problems demand the notion of synchronization for models other than
DFAs, or require a slightly different approach to the synchronization itself. This has
led to a generalization of the definition to accommodate more universal frameworks.
Most of those generalizations consider nondeterminism. Two such concepts, namely
careful synchronization and synchronizability to a subset, were introduced in Sec-
tion 2| We will delve into further discussions regarding these concepts, along with
presenting related results, in this section.

Define a nondeterministic finite automaton (NFA) A = (Q, X, §), where ¥ is a non-
empty finite set of letters, () is a non-empty finite set of states, and 6 C Q) x ¥ x Q)
is a transition relation. We can extend the relation § for ¥* in a similar way as in
the definition of DFA and PFA. We say (following [24]) that A is i-directable (for

i € 1,2,3) if there exists a word u € ¥* such that:

o (i=1) Yy4eq pu=q.u and p.u is a singleton set.
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o (i =2) Y4 p-u=q.u.
o (i=3)Neqqu#2.

It has been shown in [25] (Lemma 3) that while dealing with 3-directability we
can assume that ¢ is a partial function instead of a transition relation in the definition
of an NFA, which gives us equivalence with the notion of careful synchronizability.
Upper and lower bounds for the lengths of the shortest i-directing words are presented

in Table[I] All of those bounds were obtained without the restriction on the alphabet

size.
Table 1: The directing words bounds
i=1 1 =2 1=3
Upper bound O(2™) [11] O(2™) [17] O(n? - /4 [17]
Lower bound Q(2") [25] Q(2") [24] Q(v/37) [32]

The problem of determining whether a given NFA is 1, 2, or 3-directable seems to
be harder than deciding whether a given DFA is synchronizing. This belief stems from
the fact that the shortest 1, 2, or 3-directable words can be of exponential length.
Indeed, there is a proof in [34] that checking if a given NFA is 1,2, 3-directable (as
well as checking if the given PFA is carefully synchronizing) is PSPACE-complete,
even for a binary alphabet. It can be easily verified that the éerny Conjecture is not
true for careful synchronization of PFAs, since |we,| = 10 > (4 — 1) = 9 for the
4-state automaton in Fig. []

In [5], the authors provide a definition of synchronizability for a strongly con-
nected PFA different than careful synchronization. The difference lies in how un-
defined transitions are treated. While in careful synchronization, for any prefix w’
of w, all transitions ).w’ must be defined, in [5], the authors accept the possibility

of traversing undefined transitions. These considerations led to establishing a corre-
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spondence between that definition and the classical definition of synchronization for
DFAs.

Another notion we want to describe here is the subset synchronization of a DFA.
Even if a DFA A = (@, %, ) is not synchronizing, there could be various subsets
S C @ such that |[S.w| = 1 for w € ¥*. We then say that a subset S is synchronizable
in A. It has been shown in [47| that the problem of deciding if a given subset is
synchronizable in A is PSPACE-complete.

2.4 Applications

Longstanding open problems such as the éerny Conjecture always draw the attention
of mathematicians and computer scientists all over the world. Besides that fact,
synchronization of finite automata also has numerous practical aspects, which should
not be surprising, since finite automata often model real-world systems. The notion
of synchronization is a quite natural concept itself. The following section condenses
some of the applications of that theory.

Coding theory makes use of synchronization in a rather elegant way. Decoding
prefix codes can be easily implemented using finite automata. Assuming transmission
failures between the sender and receiver of the message, a resetting sequence can
ensure that after such failure the next bits of the message can be decoded correctly.
This branch of coding theory is still under active investigation (see for example [6, [45]).

Synchronization problems naturally emerge in industrial mechanics during the
development of handling devices for various component manipulations, such as feed-
ing, sorting, and packaging. Within this domain, the concept of a synchronizing au-
tomaton was independently rediscovered by Natarajan [36] in the mid-1980s. Natara-
jan demonstrated how these automata can be utilized in designing orienters for planar

rigid polygonal objects. We evoke here the example of Volkov and Ananichev from

]
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Figure 8: A part

Suppose that a part of a certain device has the polygonal shape depicted in Fig.
Bl Such parts arrive to a manufacture in four possible orientations shown in Fig. [
and need to be sorted and oriented before assembly. Suppose also that before the
assembly the part should be oriented to the left (fourth orientation in Fig. @ We
should design an orienter that puts part in the prescribed position independently of

the initial orientation.

Figure 9: Possible orientations

To proceed, we utilize a conveyor belt system that transports parts to the assembly
point. As the parts travel along the belt, they encounter a series of passive obstacles
strategically positioned along its path. These obstacles come in two types: high and
low. A high obstacle is positioned to intercept any part at its rightmost low angle,
ensuring that the part is compelled to rotate clockwise as it continues along the belt
(assuming the belt moves from left to right). Conversely, a low obstacle only affects
parts in the "bump-down" orientation (as depicted in Fig. @, causing them to rotate,

while parts in other orientations pass by unaffected.
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Figure 10: The actions of the obstacles

The diagram in Fig. illustrates the impact of the aforementioned obstacles on
the orientation of the part. By recalling the synchronizing automaton depicted in Fig.
[1] with its shortest reset word being ba®ba’b, we deduce that arranging the obstacles
in the sequence [hhhlhhhl achieves the intended outcome of a sensor-free orienter.

Model-based testing is another crucial field that leverages synchronizing words.
Consider a system that can be represented by a finite automaton, where the current
state of the system is unknown. Synchronizing words facilitate rapidly transitioning
the system to the desired state. For further insights into state identification problems,
Sandberg’s survey provides extensive information [47].

Reset words serve a similar function in motion planning problems in robotics,
specifically in guiding a robot that has deviated from its intended path back to a

predetermined location (see for example [50]).
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3 Careful synchronization and subset synchroniza-
tion

3.1 Reducing the number of letters

Allowing no outgoing transitions from some states for certain letters helps us to
model a system for which certain actions cannot be accomplished while being in a
specified state. This leads to the problem of finding a synchronizing word for a finite
automaton, where transition function is not defined for all states. Notice that this is
the most frequent case, if we use automata to model real-world systems. In practice,
it rarely happens that a real system can be modeled with a DFA where a transition
function is total. The transition function is usually a partial one. This fact motivated
many researchers to investigate the properties of partial finite automata relevant to
practical problems of synchronization.

In this section we provide a construction of series of automata with reduced num-
ber of letters, comparing to Martyugin construction (in [33]), but with the same
asymptotic length of the shortest carefully synchronizing words. In particular we
construct an infinite family of automata with number of states equal to n, and num-
ber of letters equal to [%nj + 2 with shortest carefully synchronizing words of length
O(35).

This is an improvement in a number of letters, since the best known construction
(Martyugin) uses %n + 1 letters to achieve shortest words of the same length. It is
worth mentioning that family of automata in [33] has shortest carefully synchronizing
words of length 35, where n is the number of states, which is nearly exactly the same
result as presented in this paper. In [9] the authors obtained an infinite family of PFAs
over a binary alphabet having the shortest carefully synchronizing words of length

Q(22) and over a ternary alphabet of length Q(#), which is asymptotically smaller

n3/2
than our result.

We start this section with reminding the Martyugin’s construction from [33]. Let
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m = 3n,n € N, P = J,' P, where P, = {p},p},p5} and T = {xo,...,Zm_1,Y}.
Define the PFA B, = (P, T,), where v : P x T — P, as follows:

o Y(ph, xy) = pi if m <

o Y(ph, ) =pi_ if m=1iand j#0
o V(P tm) = if m =1

o Y(Ph, T) = ph if m > i

o Y(1,y) = P

All other transitions are not defined. The automaton Bs is presented in Fig. [I1]

Its shortest carefully synchronizing word is:

v = ($0)2$1(5€0)2$1(fco)sz(fl?o)zﬂ?l(wo)QfUl(560)2372(%)2551(130)2131(%)23/

and |v| = 27.

Figure 11: The automaton B3
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The idea of our construction is similar to [33] (implementing the “counter” on a

power automaton), but by choosing a different method of “dividing” the set of states

we obtain significantly (linear factor) lower alphabet size. In order to make proofs

easier for the reader we assume that n = 9% for £ € N, but it is easy to modify the

construction to work in the general case. Consider the automaton Az depicted in Fig.

L2l

Figure 12: The automaton As

Let A% = (Q,X,0) such that Q = Q; U ... U Qy where Q; = {¢}, .., ¢4} and define

Y ={c,a1,b1,a9,by, .., ax, by, d}. The transition function is defined as follows:

1.

(5(q§m+i,c) = qf for m € {0,1,2} and i € {0, 1,2}

. 0 on {a;,b;} imitates Az on the subset of states Q;

6(qbs aj) = qb, 6(qt, aj) = qi, 8(qk,a;) = ¢ for i < j

. 0(gh,by) = qb, 6(ak, b;) = qi, 6(qh, b;) = ¢b for i < j

. 0(q},a;) = 0(q},bj) = g, for i > j and for all [ € {0,..,8}

6(qh, d) = 0(gi,d) = (¢t d) = g}
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Denote any {q¢},q;,q,} = Q% where {f, g, h} is a state in P(Az), and s is the
length of a path from {0, 1,2} to {f,g,h}. For example {¢,q}, ¢} = Q%, as can be
verified with Fig. . Also denote S, = U, Q) and Sy = U, Qis. The intuition
behind the construction is that after applying the letter ¢ to the state ) in the
power automaton of A%, we obtain the state S,. Then, we treat @) C @Q;, such that
|Q%| = 3 and Q) C S, as the i-th position of 0 in a k digit number of base 27. Any
consecutive letter of the shortest carefully synchronizing word of that automaton acts
like incrementing the former number by one. Namely, we implement the base 27

counter with the power automaton of A%.

e
o'

b

(o))

a

Figure 13: The path from 012 to 057 in P(As3)

Lemma 1. The shortest word w € ¥* such that 7(Sy, w) = S} is of length (33)* — 1.

Proof. The result follows by induction on k.

Let £ = 1. Then the result is easily verified with Fig. [13]

Now, assume that the statement holds for £ — 1. It means that there exists w’
such that 7(U\—| Qi w') = UiZ] Q. We can easily verify from the definition of §
(point [5)), that also 7((Uf=) Qi) U QF, w') = (U\Z! Qi) U QF for 0 < i < 27. From
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the definition of § (point [3) we can deduce that 7(Sy, w'az) = (U2 Qi) U QF. We
can repeat this reasoning to obtain 7(Sy, (w'a;)®) = (Uf;ll Q) U QL. Notice that
7(Sy, (w'ag)®) = Sy. However, 7(Sy, (w'ar)dw'by) = (Ui Qi) U QE. Acting like that,
we obtain 7(S,,w) = Sy, where w = (w'ag)®w'b(w'ag)dw'b(w'ar)®w’. To prove
the minimality of w, it suffices to show that, for each prefix v of w and for each
e € ¥ such that ve is not a prefix of w, either there exists a prefix u of v such that
T(Sp, ve) = 7(Sp,u) or 7(Sy,ve) is not defined. Straight from the definition of ¢ we
obtain that 7(Sp, vc) = Sy and 7(Sp, vd) is not defined. Consider the state 7(S,,v) =
Uiz Qi) U (U2 Q1), where I € {1,....k}, p; € {8,17,26}, r; € {0,...,26} and
7 ¢ {8,17,26}. Notice that if m > [, transitions 7(({J\_] ) U (U;:ll Q}.), am) and
(U P U (U?;ll Q}.),by) are undefined. Otherwise, if m < [ then T((UZ] Qi) U
(Uf;ll {;j),am) and T((Ui: be) U (U?;ll Q{j),bm) results in states visited before,
which can be verified from Fig. and the definition of 4. We conclude that the
lemma holds. ]

Now we can state and prove the following theorem.

Theorem 4. For each n > 0 the automaton A% has shortest carefully synchronizing

word of length 35 + 1 and uses |2n] + 2 letters.

Proof. It is easy to observe from the definition of J, that the letter ¢ is the only one
defined for all states, so all synchronizing words must start with this letter. Also, we
have 7(Q;,¢) = Q} for all i € {1,..,k}, so 7(Q,c) = Sp. From Lemma , we deduce
that there exists a word w with |w| = (3%)F — 1, such that 7(S,, w) = S; and w is the
shortest word with this property. The letter d is defined for Sy and also 7(Sy, d) = ¢}.
Observe also, that for any proper prefix w’ of w we have that 7(Q, cw’c) = S, and

7(Q, cw'd) is not defined. From all that we claim the theorem holds. O

Several families of PFAs with constant alphabet size and exponentially long short-
est carefully synchronizing words were presented in [9], but their lengths were asymp-

totically smaller than in the construction presented here. Observe also that our
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construction achieves asymptotically the same lower bound for the shortest carefully
synchronizing word as in [32] and the same length of the shortest carefully synchro-

nizing word as in [33] but with reduced alphabet size compared to those results.

3.2 Constant number of letters and subset synchronization

In this section, we provide a construction of automata for a given partition of a num-
ber n. Notice that, although this construction does not improve the result established
in [9] - where authors obtained the best known lower bounds for d(n) with a restric-
tion of constant alphabet size, it can be used to establish a lower bound for subset
synchronization in a DFA.

Let p = (ki,..,ks) for s > 1 be such that > ki = n. Let n > 1, Q" =
{05, 14, ., (ki — 1)}, @ = U;_, Q" and ¥ = {a,b,c}. We define the partial transition
function § : Q@ x ¥ — Q for A, = (£, Q, ) as follows:

1. (5(yl,a) = 07;, Y; € Qi, 1€ {1, ..,8}
2. 0(yib) = ((y + 1) mod ki), yi € Q' i € {1,.., s}
3. 5(([@ - 1)Z‘,C> = 01, j S {]_, .oy S}

In Fig. [14 we can see A, for p = (2,2,3) and P(A,) is depicted in Fig. [15]

a a a

Figure 14: The automaton A, for p = (2,2, 3)
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b
a
A
:
a

Figure 15: The power automaton P(.A,) with the path from @) to 0; (bolded arrows)

We state and prove the following theorem.

Theorem 5. The automaton A, is carefully synchronizing and the length of its short-

est carefully synchronizing word is lem(k1, .., ks) + 1.

Proof. First, observe that a and b are defined for all states in @) and, since 0(+,b) is
a bijection, we have 7(Q,b) = @ and 7(Q,a) = {01,09,..,0,} = Q. We can also
deduce that the permutation type induced by the action of b on the set of states is
[k1kd..kl]. Denote the order of that permutation by r. From the definition of the
order of the permutation we have 7(Qg,0") = Qo and, for any p < ¢ < r, it holds that
7(Qo, b7) # 7(Qo, b?). Denote 7(Q, ") = Q,. From the definition of 6 we deduce that,
for any p, we have 7(Q,,a) = Qo, since for any ¢ € {1, .., s} we have |Q, N Q;| = 1.
Letter c is defined only for Q, = Q,_1 = {(k1 — 1)1, .., (ks — 1)}, what can be verified
by analysing the definition of §. On the other hand, r is the order of the permutation
induced by b and, by that, we have r = lem(ky, .., ks). So 7(Q,ab"'c) = 0; and the
theorem holds. ]

Corollary 1. Let n € N. There exists p, = (k1,...,ks) such that ky + ...+ ks =n
and d(Ap,) x e(1+o(1)Vninn.

Proof. Using Theorem [5 we can construct an automaton for any given cycle decom-

position of a permutation. On the other hand, we know that Landau’s function [31],
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for a given n, is the largest order of an element of S,,. Denote it as g(n). The way to
obtain such a family for any n is by taking a permutation p,, with the largest order in
Sy, and constructing the automaton given in Theorem 5. It is well-known ([31]) that

g(n) oc etre)vninn and by that the corollary holds. O

We can also consider the above construction with removed transition labelled
with the letter c. Denote such automaton by B, for a given partition p. Now we can

formulate the following corollary.

Corollary 2. Let B, be defined as above and let S = {(k1—1)1, .., (ks—1)s}. Then B,

is a DFA synchronizable to S, and the shortest word w € ¥* such that 6(Q,w) = S
is of length e te)vninn,

3.3 Summary

We improved the result from [33] and gave a family of automata that has the same
asymptotical length of shortest carefully synchronizing word, but with significantly
reduced number of letters. We also described how to use our method to construct
a family of automata over a three-letter alphabet with the shortest synchronizing
word of length e(roM)Vrlnn = Ag 5 corollary of that construction we gave an infinite
series of binary DFAs and the set of states that is reachable with the word of length
e(roM)Vnlnny q¢ Joagt,

Notice that the construction from Section gives DFAs which are not strongly
connected. The case of synchronization to a subset in the class of strongly connected
DFAs is worth investigating. In [20] there is a construction of automata having longer
words synchronizing to a subset, but the alphabet size is exponential and resulting

automata are synchronizing.
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4 Automata with coinciding cycles

Real-world processes often exhibit cyclical patterns, which can be effectively modeled
using cycles. In numerous applications, segments of one business cycle may also
coincide with segments of another business cycle. This scenario can be accurately
captured using the following definition.

We say that a DFA is with coinciding cycles if there is a set of letters I1 C X
IIT| > 1, such that:

e for every a € II the function J(-,a) is a permutation on ) with exactly one
simple directed cycle with more than one vertex, and all other states being

self-maps on a (meaning p.a = p)

e let S, C @ and S, C @ be such that S, induces a directed cycle on the letter
a € IT'in A, S, induces a directed cycle on the letter b € II in A and a # b. If
S, NS, # @ then S, NS, induces a directed path on the letter a in A and on
the letter b in A

e A restricted to II is strongly connected

An example of an automaton with coinciding cycles is shown in Fig. In this

case IT = {(I, b}7 Sa = {917 92, 43,44, 45, Q6} and Sb - {Qh 92,93, 44, 97, Q8} Observe
that S, NSy = {q1,q2, g3, q4}, the letter a induces on that set a directed path g, —

q3 — @2 — q1 and the letter b induces a path ¢ — ¢ — q4 — g3.
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q1

as
a,b Q
a
b a
q4

Figure 16: An example of an automaton with coinciding cycles

Let a,b € I, p,q € S,. Define dist(p, ¢,a) = min{l € N : p.a' = ¢}. Observe that,
since S, induces a cycle, then for any k¥ € N holds dist(p, ¢, a) = dist(p.a*, ¢.a*, a).
Define also lastdist, ;(p) as the length of the path from p to the last state in the path
induced by a in S, N S,. If p ¢ S, NSy, then we set lastdist, ,(p) = co. For example, if
we take the automaton from Fig. , then lastdist, ;(g2) = 1 (the last element on the
path induced by a is ¢;) and lastdisty,(g2) = 3 (the last element on the path induced
by b is ¢3). Finally, for a,b € II we define the functions mindist,}, : @ x @ — @ and

maxdist,, : @ X @ — Q as follows:

o p if lastdist, p(p) < lastdist,(q),
mindist, b (p, ¢) =

q otherwise

and

. p if lastdist, ,(p) > lastdist, 5(q),
maxdist, ,(p, ¢) =

q otherwise.

First, we make useful observations used in the latter proofs.
Observation 1. For every a € 11, there exists b € 11 such that S, NS, # .
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Proof. Tt is obvious, since A restricted to IT is strongly connected and |TI| > 1. [
Observation 2. For every a € 11, we have |S,| < |Q)|.

Proof. Suppose, for the sake of contradiction, that this is not the case. So there must
exist a letter a that is a directed cycle on (). From Observation [I| we know that there
exists b € II such that S, NS, # &. But then we have Q NS, = 5, NS, = 9 so it is
a contradiction with the second condition of definition of automata with coinciding

cycles, since S, N Sy, should induce a path on Sj. O

Observe that we can identify a letter a of an automaton as a function a : Q —
Q. Let IT be a set of permutation letters. As defined in [3], we say that II has a
synchronization property if for any non-permutation letter x, an automaton induced

by the letters IT U {z} has a synchronizing word.

4.1 Upper bound

In this section, we provide a quadratic upper bound on the length of the shortest syn-
chronizing word in automata with coinciding cycles as well as necessary and sufficient
condition for such automata to be synchronizing. From that point, we assume that
|Q| = n, where n € N and, if @ € Il C X, then S, C @ is as in the second condition

of definition of automata with coinciding cycles. First, we prove a couple of lemmas.

Lemma 2. Let X be a finite set, and Ay, ..., A, C X be a sequence of sets such that
A; N A1 # 3. Then there exists a subsequence of this sequence By, ..., By such that
By = Ay, B = Ay, BiNB;w1 # @ and fori,j € {1,...,1} such that j ¢ {i—1,i,i+1}
we have B; N B; = &.

Proof. We construct the desired subsequence inductively. Let B; = A;. Having B;
we choose B, to be A; such that A; N B; # @, j > i and for any j' > j we have
that Ay N B; = @. Since for any ¢ holds A; N A;41 # @ then the construction ends

with B; equal to A; and, since in the i-th step we have chosen maximal j for which
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B; N A; # @, we know that for 4,5 € {1,...,]} such that j ¢ {i — 1,4,7 4+ 1} holds
B; N B; = @ and that concludes the proof. n

Lemma 3. Letp,q € Q, p # q and a, b, c € 11 such that S,NS. # & and S,NS, = J.
If p e S, and q € Sy, then there exists a word w € II* such that p.w € S,, qw € S,
and |w| < |Sp| — [Sp NS,

Proof. Since S,NS, = &, we have p ¢ S,. Notice that p.b = p and, since S,NS. # @,
there exists a word b' such that ¢.b' € S, NS, and [ < |Sy| — S, N S.|. We set w = b

and that concludes the proof. O

Lemma 4. Let a,b,c € II, p,g € Q and p # q. If p € S,, ¢ € Sy, Sa NSy # O
and S, N'S. # & then there exists a word w € I1* such that either pw € S, \ S, and

qw € S, or qw € S, \ Se and p.w € S, and in both cases |w| < |Sy| + |Sal.

Proof. If p ¢ S, N Sy, then there exists a word b such that p.b! = p, ¢.b' € S, N S,
and [ < |Sy| — S, N Sy|. Then we set u = b'. Otherwise set

= mindista,b(p7 Q)

and

ry = maxdistap(p, ).

Observe that then there exists k& > 0 such that r.a* € S, \ Sp, ri.a®t e S, NS,
k < |S, N Sy| and by the definition of 7 it follows that ry.a* € S,. So there exists
[ > 0 such that ry.a*b' = r;.a* and ry.a*¥ € S, N Sy and [ < |Sy| — |S, N Sy|. We set
u = a*b!. Now we have p.u € S, \ S, and q.u € S, N Sy, or vice versa (q.u € S, \ Sy
and p.u € S, NSy) and |u| < [Sy|.

If ri.u ¢ S. and ro.u ¢ S, then we know that, since ro.u # r1.u and S, is a cycle,
there exists a word a* such that ry.ua® € S, \ S, rp.ua® € S, NS, or vice versa and
k < [Sa| = [Sa N Se|. Then we set w = ua® and we have |w| < |Sy| + |Sa| — [Sa NS,

Otherwise r.u € S, NS. or r9.u € S, N S.. If also ro.u € S, \ Se or ri.u € S, \ S
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then we set w = u and we know that |w| < |Sy|. If r.u € S, NS, and rp.u € S, NS,
then define

s1 = mindisty (714, 72.u)

and

So = maxdisty (ry.u, m2.u).

Using a similar argument as above we obtain that there exists a word a* such that
si.a® € S, \ Se, s1.a¥1 € S, NS, s0.a* € S, NS, and k < [S, N S,|. We set w = ua®
with |w| < |Sp| + |Sa N Sel.

Observe that the word w satisfies p.w € S, \ S. and q.w € S. or vice versa and
|w| < max{|Spl,|Ss| + |Sa] — [Sa N Sel, |Ss] + [Sa N Se|} and from that inequality we
deduce |w| < |S,] + |5y and the result holds. O

Using the three former lemmas, we are ready to prove the main result of this
section. First, we prove the lemma stating that choosing two states and two cycles,
we can always find a word of linear length which sends the chosen states to the states

belonging to the chosen cycles.

Lemma 5. Let a,b €11, and S, C Q induces a directed cycle in A on a and S, C Q
induces a directed cycle in A on b. Let also p,q € Q. Then, there exists a word
w € II* such that either pw € S, and qw € S, or qw € S, and p.w € Sy, and in

both cases |w| < 3n — |Sp|.

Proof. Let B be the automaton A restricted to II. We are going to construct the
desired word. Let w = €. If p € S, and ¢ € S, then we are done. Assume without
loss of generality that ¢ ¢ S,. If also p ¢ S,, then, since B is strongly connected, we
know that there exists a word v € ¥* such that p.v € S, and |v| < n — |S,]. If also
qv € S, then we set w = v and we are done. Assume that q.v ¢ S,. Then, since
B is strongly connected, there exists ¢; € II such that q.v € S.,. Since B is strongly
connected, there exists a sequence of pairwise different letters (ca, ..., cx), such that

S.. NS,

i+1

#@forl <i<k-1and S, NS, # @. Using Lemma , we choose
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a subsequence of the sequence (cq, ..., ¢k, b), say (c},..., ), such that ¢| = ¢ and
¢, = b. Let us investigate three cases.

Case 1: 5, N Sy #@andSaﬂSc; #FDfor0<i#j<l+1

Denote the first and the last index of the sequence (cy, ..., c)) such that S, NS, #
@ and SC;, NS, # @ as i and j (respectively). Let w; = €. We apply Lemma i —1
times inductively with the states p.vw; ... w,,_1 and q.ow; ... w,,_1, and the letters

/ /

a,c,. 4, for m € {2,..,i} to find a word w,, such that p.vw; ... w, 1w, € S,

qOW, ... Wy 1 Wy, € Ser and |wp,| < [Sy

m—1

| = [Se M Se, |. We obtain the word u =

wy ... w;, such that p.vu € 5, and g.vu € S Now, we use Lemmato obtain a word

u’ such that either p.vuu’ € S,\ Sy and q.vuu’ € Sy, or vice versa and [u'| < [Sa[+[Su |-

Without loss of generality, assume the former. Notice that there exists a word c;-k such

that p.ou/cf € S,, qou/cf € SN Se ., and k < |Sy | —[Se, NSy, | Now, we can

again apply Lemma [3in the same manner, to obtain a word u"” = wj;2..w; such that
1 Mk, 1 1 ko 1 ! ko 1

poud'ciu” € S, and qoud'cfu” € S, We set w = vuu/cju” and we only need to

bound the length of w from above. We know that

lw| = |v| + |u| + || + |c;k| + [ =n —|S.| + |wiws . . wi| + U]+ k + [wjpo.aw| <

i—1
n—1Sal + Y (1Se, | =[S, N Ser 1)+ S| + |Sal+
m=1

-1

1Ser| =150, N Se [+ D (1Se,| = 1S, N Se ) =

m=j+1

i—1 -1
n+ Y (1S, = 1Se, NS ) +1Sel + D (19,1 = 1Se, N S 1)
m=1 m=j

On the other hand, we know that
K|+1
Sy U..USel= | (D) Syl
G£AKC{1,...i} keK

and

Se U USyl= |J  (=DFH() Syl

o£KC{j,..1} keK
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and also

\Scflu...uSc;\Jr\SC;u...uScﬂ§2n.

By Lemma [2] it follows that for any K C {1,...,{} different than {4,7 + 1} and for
i €{l,...,l =1} we have |(,cx Se. | = . So, we know that S (1Se | = |Se N
Ser ) H18e] = 1S U. . .USy| and 371 (1S, | =[S, NS, 1) = [Se,U. . .USe| =S|
and, since ¢; = b, the lemma holds for that case.

Case 2: S, NSy = & for every 0 <i <l+1

Since for every 0 < <[+ 1 we have 5, NSy = &, then we can apply Lemma
[ — 1 times to obtain the word u = wyws . .. w;_1 such that p.ou € S,, q.vu € SC; =5,
and each [w;| < [Sy[ =[S NSy |, which implies that [vu| =n —[S,|+ ZE;MSCQ\ -
|Se; N Se | |) and, using Lemma [2, one can immediately deduce that the result holds
in the similar manner as in the former case.

Case 3: S, N Se # & for exactly one 0 < <[ +1

As in Case 1, we can construct a word u such that p.vu € S,, g.vu € S and
lu| < ZZ;USCM —|Se, N Se 1) We are now looking for a word u’ such that either
pvuu’ € S, \ Sy and gvuu' € Sy or gvuu’ € S, \ Sy and pvuu’ € Sy. Using a
similar argument as in the proofs of the former lemmas we can find such a word with
[u'[ < [SaNSe|. Asin the previous cases, using Lemma we now construct a word u”
such that either p.vuu'u” € S, and g.ouu'u” € Sy or gouu'u” € S, and p.ouu'u” € Sy
with |u"] < Zf;;(]SC;n\ — 8¢, NS, [)- The rest of the argument is analogous to

the ones in the former cases. O]

The next lemma states that, for any two pairs of states, we can find a word that

sends the first pair to the second one.

Lemma 6. Let p,q € Q. Then, for any r,s € Q there exists a word w € II* such

that either raw =p and s.w = q or s.w = p and r.w = q, and |w| < 6n.

Proof. We investigate two cases.

Case 1: There exists a € II such that p,q € S,,.
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The idea of the proof, in this case, is to “push” one of the states r, s “outside” the
cycle induced by a to the state right behind the “entrance” to this cycle, then to set
the other state in a right distance after this entrance, push the first state back to the
cycle of @ and then rotate those two states to obtain p and gq.

Using Observation [I}, we can find b € II such that S, NS, # @. Now, we use
Lemma [5| to obtain a word u € II* of length at most 3n such that ru € S, and
su € Sy or s.u € S, and ru € S,. Without loss of generality, assume the first
case. Now, we are looking for a word v € II* such that r.uv € S,,suv € S, \ S,
and s.uvb € S,. If ru ¢ S, N Sy, then it suffices to take v = bl, where | < |Sy|. If
rau € S, NSy then define

t, = mindisty ,(r.u, s.u)

and

ty = maxdisty p(r.u, s.u).

Observe that there exists a word a* where k < |S, N S| such that ¢;.a* € S, \ S, and,
by the definition of t,, it follows that t5.a* € S,. Now, we can find a word b' in the
same manner as before and obtain that v = a*b' < || + S, N ).

We are now looking for a word z € I1*, such that dist(r.uvzb, s.uvzb, a) = dist(p, q, a).
It is obvious that, since |S, NS,| induces a path on letter b and for t € S, \ S, we have
that ¢.b = ¢, there exists t’ € S, such that dist(¢'.b, s.uvb, a) = dist(p, ¢, a). Moreover,
there exists a word a™ where m < |S,| such that r.uvza® = ¢, and since s.uv € Sy\ S,
then s.uva® = suv. We set u = a™. Since dist(r.uvzb, s.uvzb,a) = dist(p, q,a),
we know that there exists a word a* where k < |S,| such that r.uvzba*® = p and
sauvzba® = q. Set w = wvuba® and notice that |w| = |uvzba®| < 3n — |Sy| + | S| +
|Sa N Sp| + 2|S,| < 6n and that concludes this case.

Case 2: There exist a,b € Il such that p € S, and g € .5,

Ifalsop € S;,NS, or g € S, NS, then we can apply Case 1 of this proof, to
obtain the required word. Assume that p € S, \ S, and ¢ € S, \ S,. Using Lemma

[, we obtain a word u € II* of length at most 3n such that r.u € S, and s.u € Sj,.
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If S, NS, = & then there exists a word a*b' such that k < |S,| and | < |S,], and
rauakh! = p and s.ua*b = ¢. Set w = ua*b and observe that |w| < 3n. So let us
assume S, NS, # @. If also r.u € S, \ Sy and s.u € Sy \ S, then w = uakb! for some

k < |S,| and I < |Sp| and we are done. Otherwise, define
t1 = mindist, ,(r.u, s.u)

and
ty = maxdisty p(7.u, s.u)

and we can find a word a®, where k < |S, N S|, such that t;.a* € S, \ S, and

¥ € S,. Then, we apply word b, where | < |S,|, to obtain ty.a*b' = ¢. Since

tQ.CL
ty.a® € S, \ Sy, then t;.a*b' = t;.a*. Now, we apply word a™, where m < |S,| to
obtain t;.a*bla™ = p. Since q € S} \ S,, then ty.a*b'a™ = q.a™ = q. Set w = ua*b'a™.

Observe that k + 1 +m < [S,| + |Ss| + |Sa N S|, which concludes the proof. O

Theorem 6. Let A be an automaton with coinciding cycles. Then A is synchronizing
if and only if there exist x € X and p,q € @ such that p.x = q.x. The shortest

synchronizing word for such an automaton is of length at most 1 + (6n + 1)(n — 2).

Proof. First, we prove “=" implication. For the sake of contradiction, suppose that A
is synchronizing, and there is no such letter x. But that would mean that every letter
in ¥ is a bijection, so for any a € ¥ we have that ).a = ), which is the contradiction.
To prove “<” implication, assume that there exist x € ¥ and p,q € @ such
that p.x = g.x. Notice that then |Q.xz| < n. Then, we can act as in the proof
of Theorem [I] ([56] (Theorem 1)) and use Lemma [f] to obtain words w;z such that
|Q.unz .. wi—zwiz] < |Qwix ... w;—ix|. Indeed, observe that for any i € {0,...,n—
1} either there exist 7, s € Q.wix ... w;_zw; such that {r,s}.w; = {p, ¢} or
|Q.wix ... w;_yzw;| = 1. The bound from Lemma @ at most n — 1 times concludes

the proof. n

Now we can state a straightforward conclusion from the previous theorem.
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Corollary 3. Any automaton with coinciding cycles has a synchronization property.

Proof. Immediate from Theorem [} since any non-permutation letter = has p,q € @

such that p.x = q.x. O

4.2 Worst case lower bound

We use the result from [19] to show, that we cannot significantly improve the result
from the previous section. First, we recall the construction and the theorem showing
the lower bound for the shortest synchronizing word of a family of automata arising
from that construction. Next, we prove that this family fulfills the conditions of
automata with coinciding cycles. We start with the construction.

Let @, = {q0,-,qn-1} and X = {ay,...,a,} for n € N. Define an automaton
Y = (Qn, Xy, 6,) with the transition function ¢, as follows:

o 0,(gi,aj) =g for0<i<n 1<j<ni#j,j#i+1l,i#n
e 0,(gi,a;) =¢q g for0<i<n-—1

® 0,(giya;i41) = gip1 for 0 <i<n—1

® 0n(qo, an) = On(q1, an) = qo

e 0,(gi,a,)=¢qi for2<i<n-—1

We recall the result from [19] establishing the length of the shortest synchronizing

word for the DFA #;,. The DFA 75 is depicted in Fig. (self-maps aq, ..., a4 are
omitted).

as as as as
S
A U U

ai, as a9 as ay

Figure 17: The automaton %5
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Theorem 7 (Theorem 4 in [19]). The length of the shortest synchronizing word for

(n—1)n
5 -

the automaton ¥, is
Having that, we are ready to prove the following lemma.
Lemma 7. Forn > 2 the automaton ¥, is the automaton with coinciding cycles.

Proof. First, notice that the letter a, is a non-permutation letter. Define II,, =
Y, \{an}. Since n > 2 then, by the definition of #;,, we have that |II,| > 1. Consider
the letter a; € II,,. By the definition, we obtain that for any j ¢ {i — 1,} letter a;
acts as a self-map on ¢; and acts as a cyclic permutation on the set {¢;,_1, ¢} and
that proves the first condition.

Define S; = {q;_1,¢;} for 1 < i < n. We have already proven that a; induces a
directed cycle on S;. It is obvious that, for any ¢ # j, we have that S;N.S; # @ if and
only if j =i —1or j =i+ 1. In any of these cases |\S; N S;| = 1, so the intersection
of these sets must be an isolated vertex and that proves the second condition.

For the proof of the third condition it suffices to notice that for any ¢ # j we have

that ¢;.a;4+10i42..0; = ¢; and g;.aja;_;..a,41 = ¢;, which concludes the proof. O

Since we have shown the existence of a family of automata in the class of automata
with coinciding cycles for which the shortest synchronizing words are of length ©(n?),
we are certain that we cannot improve the bound from the previous section signifi-

cantly, i.e., the bound proven in the Section is asymptotically strict.

4.3 Summary

We have presented the class of automata with coinciding cycles and we have proven
a quadratic upper bound for the length of the shortest synchronizing word for it.
Moreover, we have shown that every automaton from this class has a synchronization
property. We have also found the evidence that the upper bound for synchronizing
word we have established, is asymptotically strict and we cannot improve the result

by more than a constant.
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5 Careful synchronization of one-cluster automata

Before proceeding, we state the preliminary observation and lemma that can shed
more light on the synchronization and careful synchronization of one-cluster au-

tomata.

Observation 3. If a one-cluster automaton A = (Q, %, 9) is carefully synchronizing,
C induces a directed cycle on the letter a, the letter a is the only one defined for all
states and |C| > 1, then there ezists a letter b € ¥ such that b # a and for any q € C
it holds that §(q,b) is defined.

Proof. Obviously, since a is the only letter defined for all states, then every synchro-
nizing word must start with it. On the other hand, for all £ € N holds C C Q.a* and
if kK > [, where [ is the level of G,, then Q.a* = C. If |C| > 1, then there must exist
another letter b € ¥ such that C.b # C for A to be carefully synchronizing. m

Suppose that C induces a directed cycle on the set of states of a PFA. We state
and prove the lemma that shows that if there exists a word w shrinking C', then there

exists a word w’ (whose length is polynomial in |w|) shrinking C' by half.

Lemma 8. Let A= (Q,%,0) be a one-cluster PFA, |Q| = n. Let C induce a directed
cycle on the letter a and | be the level of G,. If there exists a word w such that
|C.w| < |C| then there exists a word w' such that |Q.w'| < |3|C|] of length at most
n+31C|(Jw] +|CY).

Proof. For any p,q € C define distc(p, q¢) = min{ky, ky : p.a® = qAq.a* = pAky, ke <
|C|}. Since p,q € C, then disto(p,q) is always well defined and for all p,q holds
distc(p,q) < [5|C]). Since there exists w such that |C| > |C.w|, then there must

exist p, g € C such that p.w = g.w. Denote distc(p, §) = k. We will show the claim:

Claim 1. For any C' C C such that |C'| > L|C|, there exist p',q' € C, such that
dist(p', q') = k.
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Proof. For the sake of contradiction, suppose that there exists C' C C and |C’] > 1|C|
such that for all p,q € C” holds dist(p,q) # k. Let S = {¢i+k modam : ¢ € C'}. Since
for any ¢; € C” there exists exactly one state ;1 moda m € C, then |C’| =|S|. On the
other hand, since for all p,q € C’ holds dist(p, q) # k, then C' NS = &. But since
|C'| = |S| > 1|C| and €’ € C and S C C then |C'| 4 |S| > |C], so there must hold

C'NS # @ and we have a contradiction. m

We can construct the word w’ in the following way: Obviously Q.a! = C and
|Q.a'w] < |C|. If also |Q.a'w| < [4]C|] then the result holds. Otherwise, observe
that Q.a'wa' C C and |Q.a'wd!| > $|C| so we can apply Claim [I] to find the states
P, q € Q.alwa! such that dist(p/,¢') = k = dist(p, ). Denote u = a'wa’ and observe
that, for some m; < |C| < n, it must hold that p, ¢ € Q.ua™ so |Q.ua™ w| < |Q.ul.
We can apply Claim [1| and the word a™ w as long as the size of the resulting set is

l

greater than 1|C|. We obtain the word v’ = a'w(a™w)3" where my < 3|C| — 1 so

the result holds. O

5.1 Long carefully synchronizing words

In this section, we construct an infinite family of carefully synchronizing, one-cluster
PFAs with exponential shortest carefully synchronizing word. The scheme of the
proof is similar to the one given in [25] (Proposition 8), however it differs in details.
To simplify proofs, we assume that the size of the set of states is n = 2k, where kK € N
but the arguments can be easily adapted to the case n = 2k+1. Let By = (Q, Xk, 0k)-
with Qr = C, U Ty where Cy = {c1,...,c}, T = {t1,...,tx} and Xy = {a} U X}
where 3 is a set of letters specified later on. Define the action of the letter a on the

set, of states as:
o Jp(ci,a) = ciyq fori <k

® Jx(cn,a) =1
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o Op(ti,a) =c; forie{1,... k}

It is easy to observe that By, is one-cluster with respect to a for every k. An example

of that cluster for k& = 3 is depicted below. [I8]

Figure 18: The a-cluster of the automaton Bs

Let T, = {TU(C, N (T, \T).a).a™ ") : T € 27\ {@&}} — (recall that 27 stands for
the set of all subsets of T}). Intuitively, it is the set of all sets T" such that |T'| = k

and T".a = Cy. First, we prove the following lemma.
Lemma 9. Let Ty be the family of sets defined above. Then |Ty| = 2Tkl — 1.

Proof. Let T], Ty € 2% such that T} # T4. Denote Cy N ((T}, \ T}).a).a™* = P, and
C. N (T, \ T3).a).a™t = P, Tt suffices to show that, for any 77, Ty, the sets T{ U P,
and Ty U P, are different. But it is easy to notice that P, P, C Cy and since 1] # T;
and 17, Ty C Ty, then the lemma holds. O

Using Lemma [9 we can enumerate sets of the family 7, arbitrarily from S; to

Soiryl - Let us prove some properties of those sets in the next lemma.
Lemma 10. For anyi € {1,...,2"l — 1} holds S;.a = C} and |S;| = z.

Proof. By the definition of 5;, we know that there exists T' C T} such that S; =
TU(C,N((Ty \T).a).a™"). By the construction T.a C C so it suffices to show that
(CN(Ti\T).a).a™).a = C\T.a. Indeed (CtN((T}\T).a).a™").a = Cr.aN(Tx\T).a =
CiNTp.a\T.a=CNC\T.a=C\T.a. Toshow that |S;| = 5 first observe that
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(Tx \T).a = {q € C, \ T.a}. Let ¢ € Cy \ T.a and observe that the set g.a™!
contains exactly two states ¢; € T}, and ¢o € C}, and by the construction we have that
|((Ty \ T).a).a™t| = 2|C) \ T.a| and the half of the states must be contained in Cj,
which gives us |S;| = |T.a| + |Ck \ T.a|, and that concludes the proof. O

Let ) = {b1,...,byr,_y, c} (this is the subalphabet used in the definition of ¥y)

and S; = {s!,...,s.}. Put the transition function d; (for X}) as follows:

o 0(cj,by) = s}, the letter by not defined for other states

o for 0 < i < 2Tl —2 et O(sh, bip1) = 53.“, the letter b; + 1 not defined for other

states

o 5k(sj2.lTkl_1, ¢) = ¢, the letter ¢ not defined for other states
Observe that, for any 4, holds 0 (S;, biv1) = Si+1. Let us state and prove the main

theorem of this section.

Theorem 8. The automaton By, is carefully synchronized by the word w = ab; . .. by, _,c,

w is the shortest word that carefully synchronizes By, and |w| = 2% + 1.

Proof. Since By, is one-cluster with respect to a and the level of that cluster is 1, it is
straightforward that ).a = C'. Immediately from the construction, we have that, for
w; = aby ... b;, the equality QQ.w; = S; holds. From that, we have that Q.w = ¢;, so w
carefully synchronizes By. To prove the minimality of w, first notice that, for each 7,
holds that S;.b; is undefined for j # i —1 (because each |S;| = § from Lemma[10)) and
S;.a = C (by Lemmall0). Then P(By) forms a path from @ to {c¢;} labelled with the
consecutive letters of w, and for each state on the path, there is only one transition

leading to C' (visited in the first step of the path) and that ends the proof. O

5.2 Complexity

This section is devoted to the proof that the problem of deciding whether a given
one-cluster PFA is carefully synchronizing is NP-hard, even for the binary alphabet.
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Notice that Observation [3| implies that the letter b must be defined for at least all the

states in the cycle induced by the letter a. State the problem:

2-ONE-CLUSTER-CARSYNC

Input: A one-cluster PFA A = (Q, {a, b}, )

Question: Is A carefully synchronizing?

Let us give the main theorem formally.

Theorem 9. For a given PFA A = (Q, {a,b},d) that is one-cluster with respect to
a, the problem of deciding whether A has a carefully synchronizing word (2-ONE-
CLUSTER-CARSYNC) is NP-hard.

We construct a polynomial time reduction from 3-SAT to 2-ONE-CLUSTER-
CARSYNC to prove the theorem. Let {z1,...,x,} be aset of variables and C1, ..., C,,
be clauses. We also assume that for any pair {z;,z,} if z; € C; then z; ¢ C;. That
is not really a problem since if both of them belong to C;, then C; is always true.
For a given formula ¢ = C; A ... A Cy,, we define the PFA Ay = (Q, {a, b}, d,4). Let
Q=U(Sct US.r) U PU R where:

o P= {pl)"'apm}

° R:{Tl,...,'f’m}

o Scv={c, ..., ¢, a5} for each i

(=T —Tn =end
o Sor=1{¢",....g", 7§

! i) [ A )
i

} for each 1.
Define d4 in the following way:

L. 5¢(pi7 Cl) = Pi+1 mod m

2. 54(pi,b) =

3. 04(ri,a) = pi, 64(r;,b) undefined
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4. 6g(c™ a) = §4(c5" a) =1y

)

5. 04(cs™ b) = py 04(c"?, b) undefined
6. if z; € C; then 64(¢;”,a) = ;™" otherwise d4(¢;”,a) =¢,”™ for 0 < j <n

7. if Z; € C; then §4(¢;7,b) = ¢;’*" otherwise d4(¢;”,b) = ¢, for 0 < j <n

7, Y

8. 0y(c;”,a) = dy(c;?,b) =’ for 0 < j <n

[ 7 )

9. if z,, € C; then §,4(c7", a) = ™ otherwise d,4(ci", a) = &

1

10. if z,, € C; then §4(",b) = ¢ otherwise 0, (¢, b) = ¢

11. g™ a) = dy(cim, b) = cgnd

1 7

For the exemplary formula ¢, = (x1 V23V x4) A (21 V22V T3) A (T1 V Tg V 24), the
corresponding A, is depicted in Fig. @ Let us state and prove two lemmas before

going further.
Lemma 11. For any given ¢, the automaton A, is one-cluster with respect to a.

Proof. First, observe that for any ¢, the set P forms the a-cycle in the automaton
Ay (Point |1} of the 0,4 definition). It is also easy to see from the definition of A, that
any set Sce together with the states r; € R and p; € P create a directed path of the
form ¢ — ¢ — ... = " = r; — p; labelled with a (Points [3 [i] and [§] of the
definition of d,). Denote this path as p. Denote by v; a variable of the formula ¢
and v; € {x;,z;}. Consider now the clause C; € ¢ and the set Scif. Assume that
C; = (vj, Vv, Vuj,) and j; < ja < js. Any of the variables vj, 11, ..., v, do not belong
to the clause C}, so the set {EZ%“, Efj?’“, e e r} forms a directed path on
the letter a (Points , |§|, |§|, of the definition of J,). Denote it by p;. Suppose
that v;, = 7;,. Then, by Points |§| or |§|, state ¢’ is attached to the first state of the
path p; with the transition labelled by the letter a. Otherwise, by Points |§| or |§|, Efj?’

is attached to the path p by the letter a. Now, we can repeat our argument to the set
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{&72"1 . ..&” '} to show that it forms the path p, labelled with the letter a which

begins in the state ¢,">"" and ends in the state ¢ ’*~". By Point @, we obtain that this

path is attached by its end to the state Ef” by the letter a. Now, we can also repeat

our arguments to the state ¢,”>*" to show that it is either attached to ps or to p. The
same reasoning for the sets {¢;”**",...¢> '} and {¢",...¢,>"'} and the state ¢,
concludes the proof. O

Lemma 12. For any given ¢, if ny < n+ 3 then 64(Q,a™b) is undefined.

Proof. Observe that the letter a induces a path on n + 3 vertices on the set Sce U

L1

7', ends in p; and the one before last

{ri,pi} = S; for each i. That path starts in ¢
vertex on that path is ;. Also @ = [J;~, S;, so for each n; < n+ 3 holds r; € Q.a™
for any 0 < ¢ < m+ 1. On the other hand, d4(r;, b) is undefined for each i (Point ,

50 04(Q, a™b) is undefined and the lemma holds. O
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P1 p2 p3

Figure 19: The automaton Ag_,

Before moving further let us define, for a given Ay, two subsets of its states

Sinit = {1, ..., ¢} and Sepg = {5, ..., ¢} and state the following observation.

Observation 4. For any i € {1,...,m} and a formula ¢, if v € {a,b}* and |v| = n,

then 64(ci*,v) € {cg™, e},
Proof. Immediate from Points [6] to [1T] of the definition of d. O

Lemma 13. For any given ¢, the automaton A, is carefully synchronizing if and

only if there exists a word w of length n such that 64(Sinit, W) = Send-
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Proof. First, assume that there exists a word w of length n such that §,(Sini, w) =
Send- Observe that 0,(Q,a" ™) = P and §4(P,b) = Sinir. Also d4(Sinit, W) = Sena
and 6y (Send, b) = p1 so we conclude that the word u = a"3bwb carefully synchronizes
A,. Now, assume that A, is carefully synchronizing. From Lemma we obtain
that any carefully synchronizing word for Ay, say u € {a,b}*, must start with the
word a* where k > n + 2. Since 64(Q, a" ™) = P and §4(P,a) = P we imply that u
must be of the form a*bv. We know that d4(Q,a*b) = Sini. From Observation 4| for
any v; € {a,b}* such that |v;| = n we have d,4(c;*,v1) € {c"?, &}, On the other

hand, observe that for any set of the form {t,...,t,}, where t; € {ct" "¢} but
Send, we have that d,(7,0) is undefined, 04(7,a) = R and d4(R, b) is undefined, and
do(R,a) = P. So, since u carefully synchronizes A, there must exist a desired word,

and that concludes the proof. O

Lemma 14. Let ¢ be a formula and A, be the corresponding automaton. Then, ¢
has a truth assignment if and only if there exists a word w of length n such that

5¢(Sinit7 U)) = Send-

Proof. First, assume that ¢ has a truth assignment e : {zy,...,2,} — {0,1}. We
define the word w of length n in the following way: if e(x;) = 1 in that evaluation then
the ¢-th letter of the word w is a, otherwise the i-th letter is b. Note w; as the 1 — 1
letter prefix of w and w; as the ¢ — 1 letter suffix of w. Let 0 < k1 < ks < k3 <n+1
and consider the clause C; = yy, V Yk, V Yr, Where yi, € {xy,, Ty, }. Since e is a truth
evaluation, at least one of the variables zy,, zx, or zx, must be evaluated as true in
the sense that if yi, = zy, then e(xy,) = 1, otherwise e(xy,) = 0. It is straightforward
from the definition of J, (Points |§| and [7)) that 6, (c;", wy,) = Ejkl. Now consider four

pairwise exclusive cases:
1. yg, = zg, and e(zg,) =1
2. Yy, = xp, and e(xy,) =0
3. Y, = Ty, and e(xy,) =1
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4. yp, = Ty, and e(xy,) = 0.
Now:

e if Case [I] holds, then the i-th letter of w is a and, by Point [0, we know that

54;(5?” ) (l) = C:;kﬁ_l

e if Case [2| holds, then the i-th letter of w is b and, by Point [7] we know that

ds(c;",b) = ¢,

e if Case [3 holds, then the i-th letter of w is a and, by Point [0, we know that

(5¢(Ej~k1 ) a) = E;Ckﬁ_l

e if Case [4] holds, then the i-th letter of w is b and, by Point [7] we know that

0s(2;",b) = ;1"

If Case 1 or 4 hold, then d4(¢}", wiy1) = cfk”l and, from Points |8 and we obtain

that 5¢(c§k1+l,wn_k1) = ¢". Otherwise, we obtain that (¢j", wy,) = 5(63%) and we

can repeat our case analysis to obtain that either §(¢}', wi,11) = c;?’”“ (if yg, is eval-
uated as true) or §(¢j", Wy, 1) = Ejkﬁl (if yx, is evaluated as false). With the same

argument applied to yg,, since at least one of the variables of C; must be evaluated
as true, we obtain that (5¢(6f1,w) = cj”d. But since e is a truth evaluation, then any
C; must have at least one variable evaluated as true, so for any j € {1,...,m} we
have that 04(¢}", w) = ¢, so we obtain that §(Sinit, w) = Send-

Now, assume that there exists a word w of length n, such that 6(Sii, w) = Sena-
We define the evaluation of ¢, e, : {z1,...,2,} — {0,1} in the following way: if the
i-th letter of w is a, then e, (z;) = 1 otherwise e, (x;) = 0. Since d4(Sinit, W) = Send,
then from Observation |4| for any j € {1,...,m} holds d4(c;*,w) = ¢*?. Consider e,
let 0 < ky < kg < k3 < n+1 and the clause C; = yi, VY, V yr, Where yi, € {zy,, Ty, }-
It suffices to prove that for any j if 6,(¢*, w) = ¢, then ey (yr,) = 1 or ey (yp,) =1
or e, (yg,) = 1 (we assume here that e(Z) = 1 — e(z)). For the sake of contradiction

suppose, that there exists j € {1,...,m} such that d4(&",w) = ¢§"* and e, (yz,) = 0
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k1

and e, (yr,) = 0 and e,(yr,) = 0. First, observe that d4(cj", wy,) = ¢;*'. Since

j
e(yr,) = 0, then (from Points |§| and |7) we obtain that 64(C;", wg, 1) = é}ckl“. The
same argument for y, gives us dy(¢j", wy,11) = Ejkﬁl (from Points @ and |7) and
further for ys gives us 04(€f", wiy11) = €, or 84(E5*, wpyq1) = € (respectively
from Points |§| and |7| or and . In the latter case, we obtain a contradiction
straightforward. In the former case, we notice that, for any v € {a,b}* such that
|v| = n — k3, we obtain that 5¢(Efk3,v) = ¢ (from Points @ and (11| and the

observation that any variable with the index greater than k3 does not belong to the

clause C;). That concludes the proof. O

Combining Lemmas [I3] and [14] we obtain that the automaton A, is carefully
synchronizing if, and only if, the formula ¢ has a truth evaluation. Taking Lemma
into account, the only thing we have to show to finish the proof of Theorem [J]is that
the reduction can be performed in polynomial time. Observe that, for any ¢ with n
variables and m clauses and corresponding A,, we have that |P| = |R| = m and for
any i € {1,...,m} also holds |S¢:| = |Scif| = n+ 1, we obtain, that |Q| = 2m(n + 2)
and on the other hand A4, is a partial automaton, what means, that for any state
there are at most two outgoing transitions (a and b), so computing the automaton A,
can be done in polynomial time of n and m and that concludes the proof of Theorem

9L

5.3 Remarks

In Section [5.1], we have found an infinite family of PFAs with the shortest carefully
synchronizing word of exponential length. However, the size of the alphabet used in
the construction is also exponential in terms of the number of states, which makes
the construction insufficient to analyze the decision problem stated in Section [5.2
An interesting problem to investigate is whether one can achieve the shortest care-
fully synchronizing word for one-cluster PFAs of exponential length using a smaller

alphabet size.
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In Section [5.2] we have proven NP-hardness of the problem of deciding whether a
given binary one-cluster PFAs can be carefully synchronized. Let A be a one-cluster
PFA with respect to the letter a and let C' be the set of states that induces a cycle on
the letter a. Further analysis of the proof leads to a conclusion that even the problem
of deciding whether there exists a word w such that |C.w| < |C| is NP-hard. Let us

make a simple observation:

Observation 5. Let A = (Q,%,0) be a PFA, and w € ¥*. There exists an algorithm

that, in O(|w||Q|) time, decides whether w is a carefully synchronizing word for A.

Proof. Consider the algorithm defined below. Notation wli] in that algorithm stands
for the i-th letter of the word w.

Algorithm 2 Algorithm for deciding if a given w carefully synchronizes a given PFA

A
I P+ Q

2: fori=1toi=|w| do
3: P «+ P.wli]

4: end for

5. if |P| =1 then

6: return true

7: else

8: return false

9: end if

Obviously, the algorithm answers true if and only if w carefully synchronizes A
and requires O(]@|) additional space complexity and O(|Q||w|) time complexity, what
concludes the proof. O

From Observation [5], we can infer that one possibility to prove that the problem
2-ONE-CLUSTER-CARSYNC is in NP is to show that the shortest carefully synchro-

nizing word for binary one-cluster automata is of polynomial length. It is a problem
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we want to investigate further. Lemma [§| can be utilized to obtain that result. One
must show first that if there exists a word w such that |C.w| < C' where C' is the set
of states inducing a cycle on the letter a, then such a word is of polynomial length
in terms of the set of states. The next question is how to synchronize the remaining

half of the states of the cycle.
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6 Asymmetric cryptosystem utilizing careful synchro-
nization

Cryptography is the essential branch of mathematics since the ancient times. Its
main purpose is to ensure the privacy of information between a sender and a receiver
sent through a possibly observed channel. Nowadays we distinguish between the
symmetric cryptography (where the key used to cipher the message is the same as
the one to decipher it) and the asymmetric cryptography (where the key to cipher the
message is commonly known and the one to decipher it is known only to the receiver
of the message). In other words, the asymmetric cryptography is referred to as the
public-key cryptography, or the public-private key cryptography. The idea of the
public key cryptography was first mentioned in a confidential report GCHQ [13] (UK
Government Communications Headquarters) and later independently by Diffie and
Hellman in 1976 [10], along with the first practical public key cryptosystem based on
the knapsack problem. The most recognizable asymmetric cryptosystem, RSA, was
invented by Rivest, Shamir and Adleman in 1978 [38] and is applicable since then to
encryption and digital signatures.

In the Introduction to Modern Cryptography ([28]) the authors indicate that ". .. until
the 20th century (and arguably until late in that century), cryptography was an art.
Constructing good codes, or breaking existing ones, relied on creativity and personal
skill. There was very little theory that could be relied upon and there was not even
a well-defined notion of what constitutes a good code. In the late 20th century, this
picture of cryptography radically changed. A rich theory emerged, enabling the rig-
orous study of cryptography as a science ...". Later in the introduction the authors
authors state three basic principles of the modern cryptography. We evoke them here

as stated in the textbook:

1. Principle 1 — the first step in solving any cryptographic problem is the formu-

lation of a rigorous and precise definition of security.
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2. Principle 2 — when the security of a cryptographic construction relies on an
unproven assumption, this assumption must be precisely stated. Furthermore,

the assumption should be as minimal as possible.

3. Principle 3 — cryptographic constructions should be accompanied with a rigor-
ous proof of security with respect to a definition formulated according to prin-
ciple 1, and relative to an assumption stated as in principle 2 (if an assumption

is needed at all).

In this section, we study a possibility of designing a public key cryptosystem uti-
lizing the problem of careful synchronization of a PFA. This is, however, not the first
attempt to develop the asymmetric cryptosystem with the notion of finite automata
(see for example [52]). In Sections[6.1]and [6.2] we describe algorithms of ciphering and
deciphering, while Section is devoted to the problem of defining the private and
public keys for our cryptosystem. Constructions and algorithms in latter sections are
rather “proof of concept” than fully applicable solutions and demand further research
to adapt them to real-world applications. We still need to delve into the problem
of defining the security for our cryptosystem to meet the requirements of Katz and
Lindell stated in the previous paragraph and then "fill the gaps" in our method, to
fulfill those requirements. As in the previous centuries, to the best of our knowledge,
there is "very little theory" that we can rely on while trying to meet the principles of
[28], as the modern cryptography utilizes mostly algorithmic number theory rather

than languages and automata theory or even graph theory.

6.1 Encryption

Let the plaintext be a word p = p;...pr where each p; € {0,1}. Assume that we
have m PFAs: A; = (Q1,%,61), ..., An = (Qm, X, ) such that ¥ N {0,1} = &,
that are all carefully synchronized by a common word w € ¥*. First, we describe a

construction that is a ciphertext. Encryption consists of five steps:
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1. Create a directed graph G' = vy —,, V2 —p, ... =, Uk+1 (the i-th edge is

labelled with the i-th letter of the plaintext p)
2. For each vertex v; in G, choose automaton B; = (Q}, X, 0}) from {Ay,..., A}

3. For any B;, B;,1, choose states q; € B; and g2 € B;;; and add a transition

q1 _>pi 42

4. For all B;, choose [ pairs of states p,q € B; and add a transition t € {0,1}

between them

5. For all p € B; and for any letter a € ¥, choose all states ¢ such that ¢/(q,a) is

undefined, choose B; and state r € B; and define the transition ¢ —, r

As a result, we obtain an automaton C = (|JI_, @}, ©U{0,1},7) - a ciphertext. Tt is
straightforward from the construction, that computing such automaton is polynomial
in terms of @, % and the length of the plaintext. Let the automata A{* and A"
depicted in Fig. be the ones used for encryption in our example. They are both

carefully synchronized by the word aba.

(a) The automaton A§* (b) The automaton AS"

Figure 20: The automata that are carefully synchronized by the word aba

The procedure of encrypting the word 010 using A{* and A5 is depicted in Figures
21, B2 23 20 and 3
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(1 (%) V3 (W

Figure 21: The first step of encryption.

The first step involves creating a directed path labelled with the consecutive letters

of the plaintext p.

Figure 22: The second step of encryption.
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Figure 24: The fourth step of encryption.

In the second step, depicted in Fig. 22 we are replacing vertices of the graph

from the first step with randomly chosen automata from the set {A$*, A5"}. In our
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case v; — AT, vg — AT, vg — A5, vy — A"
In the third step, we are adding transitions = € {0,1} between automata that
correspond to the transitions from the graph from Fig. 21| Since v; — A{* and v, —
{*, we are defining the purple 0 transition between the red and yellow automata.
The same action is applied to the automata corresponding to vertices vy, v3 and vs,
vy, which results in the automaton depicted in Fig. [23|
The fourth step consists of adding [ “obfuscating” 0, 1 transitions. In our example,
these are the orange transitions shown in Fig. with [ = 1. The last step involves
adding “lacking” a, b transitions, so the resulting automaton C* restricted to {a, b}

has one weakly connected component. In our example those are the black transitions.

a ‘ a )0
OO
S 0

Figure 25: The fifth step of encryption - the ciphertext C¢*
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6.2 Decryption

In this section, we assume that we have a ciphertext automaton C = (P, X U{0, 1}, p)
constructed by the algorithm defined in Section [6.1|from |u|+ 1 possibly pairwise iso-
morphic PFAs A; = (Q1,%,01), ..., A1 = (Quj+1, X, Ojyj+1) carefully synchronized

by a common word w. Denote @Q;.w = ¢; for every 1 <i < |u| + 1.
Lemma 15. Let C' be C restricted to Y. We have that Paw = {q1, g2, ., Quj+1}-

Proof. Tt is immediate from the construction defined in Section [6.1], that for any
Q; C P we have Q;.w = ¢;, since w carefully synchronizes A; and each Q); on X
induces an isomorphic copy of A;. On the other hand, P = QU...UQy+1 and B is
deterministic (because we add only transitions that were previously undefined in Point
of the encryption algorithm), so Pw = (Q1U. .. Qu+1)w = Qr.wU.. .UQy41.w =

{a@1, 42, -, qjuj41} and the result holds. O

Lemma 16. There exists an algorithm that, in O(|P||w]|) time and O(|P||w|) space,

computes a partition of P into subsets Q1, Q2, ..., Qju|+1-

Proof. We describe the desired algorithm. Suppose we have an array with | P| columns
and |w| + 1 rows. Let us put every element of P in a different column of the first
row. Next, we fill the i-th row by taking the state from the (i — 1)-th row of the
corresponding column and applying to it the ¢-th letter of the word w until the end of
the row. After this procedure, from Lemma the last row contains only the states
from the set {q1,q2, .., qu+1}- We can now compute each @Q; by taking these states

from the first row that lie in the same columns as the state g;. O

With these two lemmas we are ready to present a decryption method.

1. Using Lemma , compute the partition of P into sets Q1, Q2, ..., Qpuj+1

2. For every transition x € {0,1} in B, if x joins states from different sets, say Q;

and @)}, then join ¢; and ¢; by the transition z, otherwise remove the transition
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Observe that after applying this procedure to the ciphertext B we end up with a
graph that was our plaintext. That can be concluded directly from the encryption
procedure. It seems like one can decipher the message only by knowing common
carefully synchronizing word for automata Aj,...,A,, defined in or computing

every possible induced subautomaton isomorphic to A;, for 1 <i < m.

6.3 Key and security issues

This section is an initial attempt to the cryptanalysis of the presented cryptosystem,
assuming the knowledge of the automata used in the encryption algorithm. Our
considerations will lead us to the conclusion that taking a tuple of automata with
a common carefully synchronizing word as a public key is a rather weak idea either
from the practical side (we have no efficient algorithm that generates such a tuple
explicitly) and due to security issues (knowing the automata helps attacker to deduce
which states of the ciphertext automaton belong to which automaton). Instead,
we discuss the possibility of using the reduction construction from Section which
guarantees, that we obtain carefully synchronizing automaton from the 3-CNF logical

formula. We start this section with a simple lemma.

Lemma 17. If A is carefully synchronizing, then there exists S that induces a strongly
connected component on A such that, for all of its carefully synchronizing words

w € X, we have Q.w C S.

Proof. Suppose, for the sake of contradiction, that there exist carefully synchronizing
words wy, wse such that Q.w; € 57 and Q.ws € Sy and, without the loss of generality,
assume that there exists p € S; such that, for all u € ¥*, we have §(p,u) ¢ S;. On
the other hand, since w, is carefully synchronizing and Q.w, € S5, then p.wy € S,

and we have the contradiction. O

Identifying the set S from Lemma [17]in a carefully synchronizing automaton A

is computationally easy. First, we can use a slight modification of the algorithm that
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computes strongly connected components of the directed graph from [53] (Theorem
13), that works in time O(|X||Q|). Now, it suffices to check which of the compo-
nents are reachable from all others. This can be computed using a depth-first search
algorithm.

Now, we present an algorithm which, for given strongly connected automata A =
(Qa,%,04) and B = (Qp, X, dp), computes in polynomial time (in the size of A and
B) the set P C @p such that the automaton induced by P is isomorphic to A (the
definition can be found in Section if such a set exists, otherwise it returns @. In
the algorithm below @[0] stands for an established element of the set of states of A
and M is the dictionary that defines the current candidate for an isomorphism. If

Mp| = q then we mean that our candidate isomorphism f satisfies f(p) = q.
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Algorithm 3 The algorithm for computing an isomorphic strongly connected sub-

automaton

Require: A = (Qa,%,d4) - strongly connected, B = (Qp,%,0p)

Ensure: S C Qg inducing automaton isomorphic to A, or & if such .S does not exist

1: for each ¢p € ) do

2: p<+ Qal0]

3 Mp] < gz

4: S.push(p)

5: while not S.empty() do

6: p1 < S.pop()

7: for each a € ¥ do

8: if 04(p1,a) is defined then

9: po < da(p1,a)

10: if not M.containsKey(p2) then
11: M ps] <= 65(M[p1}, a)

12: S.push(ps)

13: else if M|ps] # dp(M|p1],a) or 65(M|p1],a) is not defined then
14: M+ &

15: S+ o

16: end if

17: end if

18: end for

19: end while

20: if M.size() = |Q4| then return M .keys()
21: end if

22: end for

23: return g

In Algorithm [3]above S stands for the stack and M for the dictionary. The idea is
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to try to “match” every state of automaton B with every state of automaton A. The
dictionary M is used for constructing the desired isomorphism f between A and some
subautomaton of B. The while loop in the line 5 is actually a depth-first search of the
automaton 4. Indeed, a property of being a key of M is equivalent to marking a state
as “visited”. We interpret if clause in the line 10 as defining f(p2) = d5(f(p1),a) and
we push py on S in order for DFS to keep traversing through A. The else if condition
in line 13 occurs when DF'S comes into a state which was already visited before and
the constructed f is not an isomorphism (because for some p;,ps € Qa,a € X, such
that d4(p1,a) = pa, we have that dg(f(p1),a) # f(p2)). In that case, we empty the
stack S and the mapping M. Observe that the condition in while loop (the line 5)

may occur in two cases:

1. Case 1 : we visited all states in A (it is possible, since we assumed that A is

strongly connected)

2. Case 2 : we emptied S in the line 15 (this indicates that the constructed mapping

M is not a desired isomorphism)

Case|l|implies that our isomorphism is valid (because condition in the line 13 was
never true), so we return the set of all keys of the dictionary M (line 18). Observe
that we can reach the line 23 only if we did not find a proper isomorphism. Time
needed for that procedure is bounded by |Qg||X||Qa| (DFS for A for all states of B).

All former considerations lead us to the following result.

Theorem 10. Algorithm [3 runs in polynomial time and returns P C Qp such that

Bp is isomorphic to A, or @ if such P does not exist.

It remains an open question, if one can drop the assumption of strong connectivity
of A in Algorithm [3] and obtain also a polynomial time algorithm for that problem.
Nevertheless, we conclude that Algorithm |3 together with Observation [2| may be

enough to break the cryptosytem while knowing the automata used in encryption.
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Another difficulty would be to generate such a tuple of automata with a common
synchronizing word ensuring that resulting instances are indeed hard, i.e., it is hard to
find that common carefully synchronizing word. Taking into account these problems,
we propose another solution. Section is devoted to the proof that deciding whether
a given one-cluster binary automaton is carefully synchronzing is NP-hard. We could

rephrase the main theorem (Theorem E[) of that section in the following manner:

Theorem 11. There exists an algorithm that, for a given 3-CNF formula ¢, con-
structs in polynomial time the carefully synchronizing automaton A, if and only if
¢ has a truth evaluation. Moreover, if e is a truth evaluation, then there exists an

algorithm constructing the word w. which carefully synchronizes Ay.
Observe also the following:

Fact 3. Let {x1,...,2,} be variables and ¢ = C; NCy A ... ANCy, be a 3-CNF formula
over those variables. If e : {x1,...,x,} — {0,1} is a truth evaluation for the formula
¢, then e (possibly restricted to some subset of variables) is also a truth evaluation

for a formula C;; N C;, ... N C;,, where each i; € {1,...,m}.

Having these two observations, we can now modify our encryption procedure in

the following way:

1. Public key: the formula ¢; private key: the truth evaluation e

2. Encryption: randomly generate “subformulas” (utilizing Fact [3) ¢4, ..., ¢, and
use them to construct automata A, , . .., Ay, using the algorithm from Theorem

[[1], then encrypt the message as stated in Section [6.1

3. Decryption: construct the word w, and decrypt as stated in Section [6.2]

Of course, we presented here only a high-level idea of the proposed cryptosystem.
First of all, using Theorem [I1], we can generate only one-cluster binary automata.

We cannot use one-cluster PFAs, since then the attacker could find the partition
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on sets only by looking for a-clusters in the ciphertext. It is easy to modify the
reduction from Section to obtain automata which are not one-cluster as a result,
but that might not be enough for a cryptosystem to be secure. The crucial issue is to
define “robustness” of such algorithm against the attack by computing the partition
of ciphertext into automata used in the encryption, and then design the reduction

from Section [5.2] to fulfill these requirements.
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7 Conclusions

The aims outlined in this thesis in section have been addressed, leading to an ex-
ploration of various aspects within the realm of automata theory and its applications.

Let us review each aim and its corresponding achievements:

1. Investigating the impact of alphabet size on the length of carefully synchroniz-
ing words resulted in improvement of Martyugin’s results from [33]. Additional
results from the Section provide insights in a problem of careful synchroniz-
ability and subset synchronizability with fixed alphabet size.

2. The introduction of the class of DFAs with coinciding cycles and then proving
a quadratic upper bound for the length of the shortest synchronizing word for
that class fits into the trend of looking for classes of automata with long shortest
synchronizing words that is visible in the literature. The proof of quadratic
worst-case lower bound for the length of shortest synchronizing words can result

with new test cases for algorithms that are finding shortest synchronizing words.

3. Extending the notion of one-cluster automata to partial finite automata repre-
sents a notable theoretical development in the field. Through the examination
of extremal properties and complexity issues related to carefully synchronizing
automata, this thesis contributes to a deeper understanding of mathematical

structures and properties within automata theory.

4. Exploring the intersection of automata theory and cryptography by investi-
gating the possibility of designing an asymmetric cryptosystem based on syn-
chronizability presents a novel approach to cryptographic protocol design. By
leveraging synchronizability as a cryptographic primitive, this research offers
alternative avenues for enhancing security and efficiency in asymmetric encryp-

tion schemes.

72



In conclusion, each aim set forth in this thesis has been achieved, contributing to

advancements in automata theory and its practical applications.
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